Jetico Central Manager

e
v

Administrator Installation Guide

T L e
TRttt A RT IR TN TN
.“.'..W.#Jf..}zxrf.errrfr.. 1700000 ee

e

2
=
£
A
L)
&
=
&
c
.0
dud
o
b
o
&
a
-
@
o

b e e o b P

© Jetico Inc. Oy



¢ Jetico About Jetico Central Manager

> Included in Enterprise Editions of Jetico software

> Actively control Jetico’s BCWipe and BestCrypt software
throughout your enterprise network with a flexible, unified

administration tool

> Take command of all wiping and encryption functions:

» Remotely Deploy and Install
» Configure and Assign tasks and policies

* Modify existing tasks and policies on a single computer
or on multiple computers simultaneously

* View and Store logs and recovery info in central database
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O Jetico Basic Overview of Installation Steps

> Download and install Jetico Central Manager (JCM)
executable file:
http://www.jetico.com/jetmgr2_5.exe

> Install JCM Database and Console

> JCM will automatically download client software
(BCWipe, BestCrypt)

> Add client computers to the database
> Deploy the software on the client computers
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£ - JCM Setup:
0 JEtICO Section 1 — Console

g P Te __x‘“

Setup program!

before running this Setup program.

international treaties.

| possible under law.

Welcome to the Jetico Central Manager

Itis strongly recommended that you exit all Windows programs

Click Cancel to quit Setup and then dose any programs you
have running. Click Next to continue with the Setup program.

WARNING: This program is protected by copyright law and

-
Unauthorized reproduction or distribution of this program, or

any portion of it, may result in severe dvil and criminal

penalties, and will be prosecuted to the maximum extent
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Setup has finished installing Jetico Central

Manager on the computer.

To learn more abaut the software run Jetico Central Manager

Help from program menu.

& Click Finish button to complete setup.
A

Run JCM executable file
and follow setup steps

Once installation of JCM
Console is complete,
check box to ‘Run Jetico
Central Manager now’ to
install Database

Click Finish




£ : JCM Setup:
o JEtICO Section 2.1 — Database

> Click Next to start

Welcome to Jetico Central Manager inSta”ing JCM Database
Wizard!

To start uzing Jetico Central Manager pleaze run 5 steps to
configure the software;

Step 1: zelect folder for installation Jetico Central M anager
Databasze.

Step 2: enter administrative accaunt walid for computer
where the Databasze iz going to be installed.

Step 3: enter TCPARP port number for Jetico Central Manager
client/server communication,

Step 4 enter passward of Supervizar of the safbware.

Step B gelect and download client software.

Press Mest button to start the configuration.

i ¢ Back || Mest » I[ LCancel
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W . JCM Setup:
0 JEtICO Section 2.2 — Database

> Enter server name and
path where JCM Database
should be installed

Select Folder for Database Installation [Step 1 of 5]

Select folder on local ar remate computer where Jetico Central M anager Databasze
should be inztalled.

Pleaze keep in mind the following conziderations when pou select folder far the
D atabase installation:

1. Jetico Central Manager Service haz to suppaort the D atabasze. Saothe program
will install the Service on the computer where the folder iz located.

Be sure that installatian of the Service is allawed on the computer.

2. Computer with the Database should be powered on during all the time when
Jetico client workstations mau need.bo i

Prezs Browse buttan ta zelect the folder.
M etwork, folder zhould be in form WS erverySharehFolder .

Eolder:  “‘maria-serverl3ishared B Clnstal Erowse
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£ : JCM Setup:
o JEtICO Section 2.3 — Database

> Enter Administrator
User name and
Password

E nter Administrator Credentials [Step 2 of 5]
Enter uzemame and pazsword of administrative account to inztal Jetico Central
b anager D atabasze.

if you have domain controller network, enter credentials of domain administrator.
Ctherwise enter usemame and password of administrator of the computer whers
Jetico Central Manager Diatabase is going to be installed.

Uszer name: bc_group'maria
Bamples: DomaintUser, Computer’ User, User

Fasswmd: FRRPRBRRED

Help <Back || Ned> | [ Cancel
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£ : JCM Setup:
o JEtICO Section 2.4 — Database

.. Dﬂﬁﬂecpﬂmu :ﬁ:

&S] - Enter Port number

Define Communication Port [Step 3 of 5]

Enter port fumber for communication between workztations with Jetico client
software and server with Jetico Central Manager databaze.

Jetico Central b anager zoftware uzes TCPAR protocol for client/serer communication.

IMPORTAMT! Pleaze be zure that TCP/IP port number your enter is not blocked by
firewwall zoftware inztalled on computers in the corporate nebworl.

Port number: s001|

< Back “ Mest » I [ LCancel
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£ : JCM Setup:
o JEtICO Section 2.5 — Database

[#] Create Supervisor of Datz

> Enter and confirm
password

Create Supervizor of D atabasze [Step 4 of 5]
Enter new pazsword of Supervizor for Jetico Central Manager.

Supervisor of Jetico Central Manager software will have a full control overthe
software. Enter password of Supervisor,

Pasmﬂrd: LI LA ER ] ]

Confirm password: ---------l

Supervisor has all ights to administrate the Database and can delegate the rights
to another person - Administrator of Jetico Central Manager software.

Administrator will also hawe full ights to manage the Database, but Supervisor can
change or remove the Administrator account at any time.

Help <Back || Ned> | [ Cancel
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! - JCM Setup:
0 JEtICO Section 2.6 — Database

Apply configuration settings [Step 5 of 5]

Check the configuration parameters pou have set and press Mext buthon to apply
them.

> Select client software
to be downloaded

- Jetico Central Manager D atabasze will be installed an computer AE S i3z
- TCRAIP port for Jetico Central Manager client/zerver communication i 5007,

- Full inztallation path; C:\Frogram Files\JeticohBCS erver.

- Inztall client software: BCwipe [zecure deleting data]

BestCropt [zuppart of enciypted container filez]

[liBestCupt Yolume Encoption [encropting disk, volumes]

Apply statis: Feady to apply the seftings.

Prezs Mest button to apply the settingz.
Fresz Back button to conect the zettings.

< Back “ Mest > I [ LCancel
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W : JCM Setup:
0 JEtICO Section 2.7 — Database

) ot TS Er e @ > Click Run update to
Q) Last check for update:  <Undefined: down Ioad CI Ient
Sedtwiare Madule Type  Cumert Availble Update | SOftwa re
Jefico Cendral b anager jEtmar? Server 2003 20035 Mot required .
ECwWipe ) h-cw?nsﬁ-u... Chent - E.00.4b Hauu?;: > Wa It fOr JCM tO
BestCrypt boptd Chent - 3.20...  Required Complete download

Shaties; Dovindoading file "bowipebenterprize, exe’’.

Promess: g

104 of 4331 KBytes
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W : JCM Console:
0 JEtICO Adding Computers or Groups

Egémpfm; Group i‘é @TI% @‘ |‘;> Reportsand Logs  View  Help - > Right—CIiCk to add
o ||W|mimw|mvmm — Computers or Groups
s Client Software | [ Help from the network

Add Computers to "Servers” elov to deploy software on client computers, Clear the checkboxes ta remove the software from

Add Single Computer to "Servers”

Rename Group Lter BOwipe  BestCrypt Container Encrption  BestCrupt Volume Encroption Deployment Method Error code
Delete Group = |
LWM-EFI [
JULWYMAET ) i) Outside/Manual = Moerar
[#] JULYMwE1 || & ) Push = Mo erar
[#] JULVM-w832 ) |} & Outside/Manual = Mo erar
[#] JULYH 2P ) ) ) Outside/Manual * Mo erar
JULw? [ I
Selected computer:;
Property Data De!
Type: Caomputer Group 2l o ¥
MName: Servers =
Deployment: Legend:  [7]- not deployed  [F]- assigned for deplopment  [&] - queued for deployment
Softwars: [¥]- deployed [E]- assigned far uninstallation - queued far uninstallation
Click &pply to save and apply the changes in the deployment settings. Click Cancel to undo the changes nat applied yet. [ At il [ Cance |
—— Deployment Log
J—— svescae .
Ready
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() Jetico Remote Deployment of Client Software

2 Deployment Methods:

> Push
(domain network)

> Qutside/Manual
(third-party tools, such as Microsoft SCCM or LANDesk)
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¢ Jetico JCM: Pre-Deployment Steps

> On the computer where Jetico Central Manager
Database is installed - open TCP/IP firewall port
(default port number is 5001). For Windows Firewall, it
will be opened automatically by the program.

> For Push deployment method, install Microsoft Remote
System Administration Tools (RSAT) on the Console
computer.

> For Outside/Manual deployment method, create Client
Software Deployment program.




¢ Jetico Outside/Manual Deployment

M Tenrs coma Vormaen - T
|| Jetico Central Manager Console - Supervisor mode | =i \Ef 2= |
Computers Group Software Database Administrating Reportsand Logs  View  Help
Computers. BCWipe [ BestCypt Cortainer Encryption | BestCiypt Volume Encryption | Deployment |
New Group 0 zlimcthceocrlglpzsgi in the list below to deploy software on client computers. Clear the checkboxes to remove the software from Client Saftwvare
i
Group Computer BCwipe  BestCf r code |
f Servers |
JULYM-EFI E I
= Choose Deployment method and dient software to deploy.
JULYM-wET & i
[¥] JULYM-ARET Make a copy of the Deployment Program and run it on remate |
[7] JULYMAwET2 7 computers manually or in automated way to get all the dient software I
installed. N
[ JULVMHP E] L i
JULW? Ll Deployment method |
@ Manual i
Run Deployment Program on remote computers manually I
(7 Qutside i
Utilize third-party software to automate running the I
Deployment Program on dient computers i
I
= I
Client software to deploy |
BCWipe N
Il
BestCrypt Container Encryption I
BestCrypt Volume Encryption
i
Selected computer. Deployment Program: :
| | Property Data De ja@jul-richt@05001@m@swhv.exe |
Type: Computer Graup o |
Name: Servers |
Dieployment Legend: - not deplaved [ - assighed for deployment I
Software: || - deploped [E-assignedforuninstallation e e
Click Apply to save and apply the changes in the deployment settings. Click Cancel to undo the changes not applied pet. [ ey I e |
—— Deployment Log
< i S [I5ince date: [Wedresday v 08 2018 [ |
|Ready
|
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> C(Click Client Software
to create installation
program




JCM Console:

ﬂJEtiCO Deployment Tab

Computers  Group  Software  Database Administrating Reportsand logs  View Help
BL|EE|Q@IT | m|?

Computers:

| BCWips | BestCrypt Container Encryption | BestCrypt Velume Encryption | Deployment

Set checkboxes in the list below to deploy software on client computers. Clear the checkboses to Client Software ] ’ el
remave the software from clisnt computers. = Oelp

| SERVERZ008+54
| TPMUEF] Group Computer

2-150 Marketing Development B

HalLwE &
PAMYMWEHES El
[¥] SERVER2O0%2E4 ]
[#] TPMUEFI

o

Push
Push
Puszh
Olutzide/Manal

EE@EEC

4] 1

Legend:  [7]- nat deploved [¥]- assigned for deploymient [¥] - queued far deplayrsnt
> - deploped [=]- assigned for uninstallation - queued for uninstallation

<]

Click &pply to zave and apply the changes in the deplayment gettings. Click Cancel to undo the changes
Selected computer: not applied yet.

Property Data —— Deployment Log

Type: Computer Group
Mame: Development
Deployment:

Tl Date Time Computer User Action

18:51:41 SER7VDUALZ BC_GROU.. Uninstallation "BestCrypt Volume Encryption” client software from the comp
18:01:33  <Console> <BCAdmin>  Push installation for computer "PAVYIMWEXEL": Windows Domain success
18:01:34  <Console> <BCAdmin=  Push installation for computer ‘MAILWE': Windows Domain successfully c:l—l
18:01:34  <Consolex <BCAdmin=  Push installation for computer "SERVER2008X64" Windows Domain succ _

i |

Show for &l items vJ [] Since date: |?8 anpens 2015

2
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) : JCM Console:
o Jetico BCWipe Tab

| : ..;om.pute:s .ﬁr.i.rp. TSgi"i\«l\rar . .Q.dministrating Egpuds and Logs View Help — : > 1 = G rou ps Of
BL|EE Q@I B ? | computers on
Computers: BCWipe | BestCrypt Container Encryption | BestCrypt Volume Encryption | Deployment | th e n etWO rk

=10 Development ! 3
I PEMWERES — Selected Group: EMarketmg \Werkplace

- NalLwE i : : - :
= Deplopment: Items in the group may have different deplayment settings for BCWwipe.
11 SERVER2008+54 Status: >

Lastemor  <Moemorsk 2 - Displays
@) |nherit Task Set from the computer's Group p rO pe rties eXt ra Cted

Azsign individual T ask Setto the Computer

g Assianed Task Set; [DefRUTak 5t C i | from selected
1 SERVEROS

E|f|§_ Sl Task Set Name Comments com p ute r or G rou p

Reset ermar

- BLACK Bletault Task Set Wipe Free S pace - spstem dive, Wipe [nternet Histam
-1 DRAGONSLAIR
-0 JCMCLIENT

I > 3 - Interface to
1Bk BCHpe falocd s assign Task Set to

Click Create, Edit or Delete to manage the list of BCWipe Task Sets above.

fee | Lo selected computer

Property Data —— BCwWipe Log

Tope: Computer Group Show far all iterns vI [ 5ince date; I" anpend 2015 T |0 O r G rou p
M arme; I arketing -
D eployment:

Software: Date Time Computer User Action

28-04-2015 171651 SER7DUALZ BC_GROUPMWSER7DUAL2S  Initialization complete > 4 = POOI Of Ta S k Sets
28-04-201% 171725 SER7DUALZ  BC_GROUPMWSER7DUALZE  There are undelivered status messages.
28042015 181715 <Conscle> <BCAdmin: Mame or Comments of Task Set "Ser BCWipe Task Sei"|_|

28-04-2015 18:18.08  <Conscles <BCAdminz Task Set "Default Task Set” for group "Marketing” hast > 5 - Log d eta i I S fo r

| : this client software
(BCWipe)
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W . JCM Console:
0 JEtICO BestCrypt Container Encryption Tab

Database Administrating  Reports and Logs  View  Help . = > 1 = GrOUpS Of
SEEeaITm|? computers on

Computers ‘ EUMpel BestCrypt Cortainer Encryption |Best0'ﬂ)‘l Volume Encryption | Deployment
o the network
Mew Group 0 Selected Computer. JULVM-AT0 ‘workplace Help W r
JULM A 7
ALV

Computers  Group

Status BestCuypt is deployed on the client computer,
i
Show containers of selected computer or group > 2 - D i S p I ays
() Show all containers
-
Computer  Path  Algorithm Key Generator  Access date Accessed user  Network password p rO pe rtl es eXt ra Cted

JULWM-.. Ce. KGGhost  2015070.. JULYMAWIO.. Set
JULYM-. Co. BLOW. KGGhost — 2015070.. JULYMAWI0. Set
JULYM-. Ci. Trple.. KGGhost — 2015070.. JULVMAWIOL. Set frOI “ SelectEd
JULYM-. Ci. BLOW. SHA256 2015070, JULYMAWID.. Set
JULYM-. Ci. AES[. KGGhost — 2015070.. JULYMAWIO. Set

computer or Group

Click Password to add password for selected container, Click Remove to remove the container from database, @' ‘E > 3 - Li st Of e n C rypted
—— BestCrypt Container Encreption Log -
containers on
# Date Time Computer User Action m Sel ected CO m p ute r

Show for al items - ‘ [C] Since date:

Selected computer:

32 02-07-2015 231551 JULVMARAD JULVMAWA DN Dismount container. Path: ...
Progatly: | Dt - i 02-07-2015 231608 JULVMAD JULVMAW 0N Wourt container. Path: T,
MName: JULVMAw10 34 02-07-2018 23:18:40 JULVM-WID JULVM-W]G'\;IUI Dismourt container. Path: ' O r ro u p
Diomai: WORKGROUP 35 02-07-2015 23:15:00 JULVM-WI0 JUL\«’M—WW.\JUI Irformation about container.
s s % 02-07:2015 231300 JULVM-WD JULVMAWA 0Vl Mourt cortainer. Path: T:\...
. E 37 02-07:2015 231335 JULVM-W0 JULVMAW 0Vl Dismount container. Path: * .
i DGR 1 03.07-2015 12:19:47 <Console> <BCAdmin: Added network password .. > 4 - Log d eta | I S fo r
Software: BCWine 19 02072015 232104 JULVMAW0 JULVMANA 0\l Wourt cortainer. Path: C-\.
BestCiypt Contain— 40 0307-2015 122117 <Console> <BCAdmin> Added network password f.. |E - -
bt o f 12072015 22132 JULVMAWID JULVMWI04 Dismount container. Path: ... th IS CI e nt SOftwa re
i =T 3 {7 i ] "

(BestCrypt)
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JCM Console:
BestCrypt Volume Encryption Tab

U Jetico

[ 7] Jetico Central Manager

Computers  Group  Software Database Administrating Reports and Legs  View  Help > 1 - Groups Of
“@EEe@IT P | computers on

Computers: | Bowipe | BestCrypt Container Encryption | BestCrypt Volume Encryption |Deplo3n'nent| | the netWO r'k
=15 Development »

) 0 HAILWE = Selected Computer: ESEH?DUAL2 Workplace I [ Help ]

B ot b A > 2 - Displays properties
L:J“E Marketing () Inhert Group seftings:  Manage encryption locally eXtI‘a Cted fro m
----- ’iﬂr AESW T2 2
_ | l selected computer or
| SERVER-TPM access bo not protected disks not allowed. =

""" 1/ SERVERDS Digk wolumes on the computer: G ro u p

| BLACK e Dizk volume Status Capacity Syztem or Boot

e . NaEreed 130068 > 3- D|st_r|but|o.n of the
encryption policy

1@ Use Individual settings:  |Encrupt fixed disks ']

| SECUREBOOT Bemovable Disks Policy:  Uses Individual setings: password protectio

#64 [C:] Mot Encrypted 1439GB

Click Rescue to prepare rescue file or rescue bootable disk. Click Refresh ta refresh information Histiin I [ Befresh
about dizk volumes. ! -

> 4 - Information
C about disks on
o et N e e e por z selected computer

Comiments:
Deployment:  Outzidetd anual

Selected computer:
—— BestCrypt Yolume Encryption Log

Froperty Data
MHame: SER7DUALZ Show for all iters vJ [ Since date:; If?:.‘- ar

n

559  2704-2015 10:52:21  SERVDUALZ BC_GROUP\SERVDUAL2S  Information about volume %32 {F:) added.

; ; 600 28-04-2015 09:28.56  <Console: <BCAdmin: Computer "SERTDUALZ" starts using individual 5 L d H | f h H
St gg:;":e — 601 28042015 09:47.00 <Corsole>  <BCAdmins Option "Encrypt fixed disks” set for computer 'S > = Og eta IS TOr t IS
oy 602 28042015 09:47:08 <«Console: <BCAdmin: Computer "SER7DUALZ" got new palicy for reml | .
Sl : client software

¢ | 1 | b

(BestCrypt Volume
Encryption)
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i Jetico Uninstalling JCM

U'“"F'ﬁ‘”'i‘hmcenﬁai — > Select database and

Uninstallation of Jetico Central C”Ck UninSta"
Manager Database _ | > To remove JCM Console,
Statuz:  Readw for uninstallation, — —m

click Continue

To uninztall the Databaze Service zelect computer where it is
running and press Uninstall button,

Server Hame Drezcription Port
BB AESWTRIZ 5001
B MARIASERVERDS 5001
BB SERWT 5001

Click Continue to uningtall Jetico Central b anager Conzole,
Click Finish to exit without uninstallation of the Conzole,

Finizh ] I LContinue I
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¢ Jetico Jetico Technical Support

> For most effective service, please contact Jetico
Technical Support through our online contact form:

www.jetico.com/support-contact-jetico-technical-support

> You may also contact Jetico Technical Support via
email at: tech_support@jetico.com




 Jetico

For more information

Phone (Europe): +358.92.517.3030
Phone (U.S.): 1.202.742.2901

enterprise_sales@jetico.com
www.jetico.com

Data Protection Pure & Simple -
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