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Introduction

BestCrypt Volume Encryption software provides transparent encryption of all the data stored
on fixed and removable disk devices.

BestCrypt Volume Encryption is the first software opening a new class of Volume Encryption
products. With the software the user can encrypt the old MS-DOS style partition as well as
modern volumes residing on a number of physical disk devices, for example Spanned, Striped,
Mirrored or RAID-5 volumes.

BestCrypt Volume Encryption is easy to install and easy to use. With BestCrypt Volume
Encryption the user encrypts volumes and gets access to them without keeping in mind all the
aspects of physical location of the volume on disks.



What is Volume Encryption

The chapter explains why BestCrypt Volume Encryption (a line in BestCrypt family of encryption
software products) has got Volume Encryption name. Many people may think that Volume
Encryption is the same as Partition Encryption or even Whole Disk Encryption. Sometimes
it is really so, but not always, and it is worth to learn about the difference.

The idea of Whole Disk Encryption software is rather simple. Such software works with
physical hard drive and is intended to encrypt all the sectors on the hard drive. In real life
software usually does not encrypt first sectors (usually 63 sectors) reserved for future use (the
latest versions of Windows can use these sectors). Whole Disk Encryption software encrypts
every hard drive on computer independently, often with different encryption keys.

HDD1 HDD2

Encrypted sectors Encrypted sectors

Figure 1. Whole Disk Encryption

Partition Encryption software usually works on basic disks. It is a more flexible way of
encrypting data, because it allows the user to open (enter password and get access to) different
encrypted partitions independently. Note that if a partition occupies the whole hard drive (as
partition C: on the Figure 2 below), Partition Encryption works for the user as Whole Disk
Encryption.

Encripted partition € Encripted pattition
I
HDIM Basic Partition C: HOD2 Basic Pastition D: Basic Partition E:

Figure 2. Partition Encryption

Since Windows NT time, the Windows operating system allows the user to create multi-partition
volumes. Windows can combine several partitions (even stored on different physical hard drives)
into a large single "partition" called Volume. It is a significant step forward, at least because
such volumes allow the user to:

e Create a larger single logical unit to store files (spanned volumes)

e Get more reliable way to store sensitive data (mirrored and RAID-5 volumes)

¢ Get higher overall performance of 10 operations (striped and RAID-5 volumes)
We call encryption software working with volumes Volume Encryption software. Note that
if Volume Encryption software encrypts a volume consisting of a single partition, for the user
it will give the same result as Partition Encryption software. If a single partition occupies the
whole hard drive, Volume Encryption will be equal both to Whole Disk Encryption and Partition
Encryption. Encrypting of basic partition C: on Figure 3 below illustrates that.

Encrypted volume C: Burgp tEFd e
HDD1 Basic Partition C: HDDZ| spanned Partition E: ||| RAID-5 partition F-
HDD3| spanned partition E: ||| RAID-5 partition F:
HDD4 Spanned pattition E: RAID-5 pattition F:




What kind of encryption is better? Partition Encryption software usually works on basic
partitions. If so, it will not be able to recognize and work with dynamic disks where spanned,
RAID-5 or other types of volumes reside.

With Whole Disk Encryption software the user can separately encrypt all the hard disks where
volumes are stored (like HDD2, HDD3 and HDD4 on the picture above). But every time the user
administrates the hard drives, he/she should always keep in mind what hard drives must be
opened to get some volume accessible. If some hard drive is not opened (i.e. password not
entered and transparent decrypting not started), the filesystem structure of the volume can be
damaged, since Windows may notice that one part of the volume is consistent, but another one
contains garbage, hence, fixing is required.

Volume Encryption software works with volume as with a single portion of data. Volume is
always in one of the two definite states: if password is not entered, the whole volume is not
accessible. If the user enters the proper password and opens the volume, all its parts, even
stored on different hard drives, become accessible. In our opinion, working with volumes is
more native both for the user and computer, because it is a volume that stores a complete
filesystem structure and a complete tree of the user's files. As in the modern world single volume
stores data scattered on a number of physical disks, it is more convenient and safe to manage
a volume, rather than work with every physical drive separately.



Main Features

BestCrypt Volume Encryption software provides the following advanced functionality:

1. Encrypting all types of volumes residing on fixed and removable disks:
e I. Simple volume, i.e. volume consisting of one disk partition
e II. Mount point - volume mounted as a sub-folder on NTFS-formatted volume
e III. Multipartition volume, i.e. volume consisting of several disk partitions:
¢ a. Spanned volumes
e b. Mirrored volumes
e c. Striped volumes
e d. RAID-5 volumes
¢ IV. Storage Spaces introduced in Windows 8

2. BestCrypt Volume Encryption allows encrypting data with many encryption algorithms known
as strong algorithms. Every algorithm is implemented with the largest possible key size defined
in the algorithm's specification:

e AES (Rijndael) - 256-bit key.

e RC6 - 256-bit key.

e Serpent - 256-bit key.

e Twofish - 256-bit key.

3. BestCrypt Volume Encryption utilizes XTS Encryption Mode with all encryption algorithms
listed above. XTS Mode is specially designed for applications working on disk sector level and
more secure than other popular modes used earlier (like Cipher Block Chaining (CBC) mode)
and faster than LRW mode.

4. After installation BestCrypt Volume Encryption can encrypt volumes where Windows boots
from, as well as the volume where Windows stores its system files (including Registry, Page
file and Hibernate file). Initial encryption is transparent both for running applications and for
Windows system modules. Initial encryption can be paused and the user can continue the
process at any time, for example after turning off/on the computer.

5. BestCrypt Volume Encryption performs Computer Pre-Boot Authentication if system or boot
volume / partition is encrypted. It means that BestCrypt Volume Encryption is loaded before
operating system and allows computer to boot only after entering a proper password.

6. BestCrypt Volume Encryption supports computers with operating systems loaded according
to the Unified Extensible Firmware Interface (UEFI) between an operating system and platform
firmware.

7. BestCrypt Volume Encryption provides an easy way to customize Pre-Boot Authentication
texts that appear when the user is asked for password. The feature is intended both for providing
a password hint and for hiding the fact that pre-boot authentication process is running.

8. BestCrypt Volume Encryption supports hardware tokens SafeNet (former Aladdin) eToken
PRO and eToken Java as a secure hardware storage for encryption keys. With hardware token
the user gets two levels of protection for encrypted data, because in addition to password it is
necessary to connect small hardware token where encryption key is stored.

9.The software provides Two-Factor Authentication also with regular removable disks (like USB
sticks). In this case the person who wants to access encrypted volume must: a) know password
for the key; b) have the removable disk where the key is stored.

10. The software allows the user to store encryption keys not on local computer, but on a
network server. It opens an additional security level for enterprise use of the software. Since
encryption keys are stored on remote server, access to encrypted computer will be possible only
if it is connected to enterprise network.



http://blogs.msdn.com/b/b8/archive/2012/01/05/virtualizing-storage-for-scale-resiliency-and-efficiency.aspx
http://en.wikipedia.org/wiki/Unified_Extensible_Firmware_Interface

11. The software utilizes Trusted Platform Module (TPM) hardware available on many
motherboards for the purpose of unattended reboot of computers with encrypted boot/system
disk volume. The feature is necessary to manage servers that are required to function around-
the-clock. If such a server has boot/system volume encrypted, every reboot of the server
requires manual entering of password at boot time. To solve the problem administrator of the
server can choose interval of time when BestCrypt Volume Encryption with the help of TPM
should support unattended reboot of the server.

12. BestCrypt Volume Encryption provides Secure Hibernating. If the user encrypts volume
where Windows stores Hibernate File, BestCrypt Volume Encryption encrypts all write operations
when Windows goes into Hibernate state and decrypts read operations when the computer
wakes up from Hibernate state. Since pre-boot authentication is necessary at wake-up time, only
the user who knows the proper password (and has hardware token, if used) can run computer
from Hibernate mode. Secure Hibernating is a functionality that must be implemented in such
software as BestCrypt Volume Encryption, otherwise all data written at Hibernate time (together
with encryption keys) appears on disk in opened decrypted form.

13. As well as Hibernate File, BestCrypt Volume Encryption encrypts Windows Crash Dump
Files. Windows writes files in a very special way, because when a crash occurs, regular disk
write operations cannot be used. Without encrypting Crash Dump Files the security level of the
software were significantly lower, because the files can store a snapshot of memory together
with encryption keys on disk in opened decrypted form.

14. BestCrypt Volume Encryption does not modify reserved sectors on the hard drive to store its
boot code when the user encrypts system/boot volume. As a result, BCVE does not conflict with
other software that may wish to use the sectors (like Windows dynamic disk support, Adobe
protection scheme, system boot recovery programs). But BCVE still needs to modify MBR sector.

15. BestCrypt Volume Encryption supports a humber of rescue functions allowing the user to

decrypt volumes if a serious disk crash occurs.
e BestCrypt Volume Encryption suggests the user should save a rescue file to reliable disk
(removable disk, for instance). The security level of a rescue file itself is not lower than
that of encrypted volumes, so the user should care only about physical reliability of the
media where he/she saves the file. Note that without a proper password (and hardware
token, if used) no one can use rescue file to decrypt volumes.
¢ Rescue file can be used on any computer where you install an encrypted and damaged
hard drive and where BestCrypt Volume Encryption is installed.
e BestCrypt Volume Encryption advises and reminds the user to run a simple one-step
procedure to prepare a bootable floppy disk or CD image or bootable USB drive with
rescue file - in case the user encrypts boot / system volume. Such a bootable disk can
be used if an accidental damage occurs to such volume and the problem of booting the
computer arises.
e BestCrypt Volume Encryption on a Windows Bootable CD is also available. In some
situations it might be more convenient to boot the computer with a bootable Windows
Live CD, and then access encrypted volumes to solve problems without decrypting the
computer. Learn more here about how to create a Windows Live CD with the BestCrypt
Volume Encryption plugin, so that encrypted disk volumes can be mounted after booting
the computer with the Live CD.
¢ Since hardware tokens usually look as small plastic things, they may be lost. BestCrypt
Volume Encryption offers an easy way to make a backup copy of keys stored on one token
to another token. It is recommended to store the backup token in a safe place.



http://en.wikipedia.org/wiki/Trusted_Platform_Module

See also:

Encryption Algorithms

Encryption Mode

System and Boot Volumes

Editing Boot-time Prompt for Password

Encryption Keys on Hardware Token

Overview of Rescue Procedures

Moving Encryption Keys to Remote Storage

BestCrypt Volume Encryption on Windows Bootable CD




New features in version 3

BestCrypt Volume Encryption version 3 provides the next evolution in performance and security
from the pioneers in native encryption for disk volumes.

1. More robust support of encrypted disk volumes. To reconfigure the size, location or type
of software RAID, earlier versions of the software first required decryption of the encrypted
volumes. Now version 3 of BestCrypt Volume Encryption automatically adapts its internal
information for encrypted volumes when changing their configuration.

2. Two-Factor Authentication with conventional removable disks (like USB sticks). With version
3 of BestCrypt Volume Encryption, encryption keys can be moved to removable storage. So
anyone who wants to access an encrypted volume must: 1) know password for the key; 2) have
the removable disk where the key is stored.

3. Added layer of security by booting of encrypted volumes from trusted network. In this case,
encryption keys of boot/system disk volumes are not stored on the local computer, but on a
network server. Enterprises can now benefit from an additional level of security. Since encryption
keys are stored on an enterprise server, access to encrypted computers will be only possible
when connected to the enterprise network.

4. Speed boost from support for new machine instructions (AES-NI) in the latest Intel
processors. As a result, speed of the AES encryption module utilizing AES-NI instructions
increased up to 5 times. Disk access to the encrypted volumes now operate up to 30% faster.

5. Faster initial encryption. Earlier versions of the software encrypted a whole disk volume
sector-by-sector, including unused disk space. If disk is large (terabytes), initial encryption
process requires dozens of hours. In version 3 of BestCrypt Volume Encryption, if the volume
is empty, the user can run Format and encrypt process that will avoid long sector-by-sector
encryption. The volume will be just marked as 'encrypted' and all the data written to the volume
later will be encrypted. Unused disk space remains unencrypted. Optionally, the user can run
Erase, format and encrypt process. In that case, the volume will be wiped (overwritten),
formatted and marked for encryption.

6. Secure unattended reboot. Version 3 of BestCrypt Volume Encryption utilizes Trusted Platform
Module (TPM) hardware available on many motherboards for the purpose of unattended reboot
of computers with encrypted boot/system disk volumes. This feature is necessary to manage
servers that are required to function around the clock. If such a server has an encrypted boot/
system volume, every reboot of the server requires manual password entry at boot time. With
this new feature, a server administrator can choose an interval of time when BestCrypt Volume
Encryption (with help of TPM) should support unattended reboot of the server.

7. Support of eToken Pro Java hardware from SafeNet (former Aladdin). Earlier versions of
BestCrypt Volume Encryption supported Two-Factor Authentication with the help of eToken R2
and eToken Pro hardware. eToken Pro Java is the latest hardware designed by SafeNet for such
a purpose.

8. Added convenience for mounting volumes and protection against accidental formatting. When
Windows discovers that an encrypted unmounted volume has been connected, it asks for the
volume to be formatted. In some cases, this resulted in accidental formatting of encrypted
volumes. Version 3 of BestCrypt Volume Encryption now has the option to disable Windows
formatting messages and offers an additional option to suggest mounting the volume for access.

9. Added support for other physical sector sizes. Disk devices with physical sector sizes other
than 512 bytes are now supported in version 3 of BestCrypt Volume Encryption.




Features available since version 3.50

1. Support of Windows 8 operating system. Specificallyy, BCVE now supports new
Windows capability called Storage Spaces, that allows:
e Organization of physical disks into storage pools, which can be easily expanded
by simply adding disks. These disks can be connected either through USB, SATA
(Serial ATA), or SAS (Serial Attached SCSI). A storage pool can be composed of
heterogeneous physical disks - different sized physical disks accessible via different
storage interconnects.

e Usage of virtual disks (also known as spaces), which behave just like physical disks
for all purposes. However, spaces also have powerful new capabilities associated
with them such as thin provisioning, as well as resiliency to failures of underlying
physical media.
Since BestCrypt Volume Encryption works on a disk volume level, the user can encrypt
Storage Space in the same way as if it were a simple disk partition, without keeping in
mind a complicated disk structure that forms the Storage Space.

2. Support of UEFI-based computers. The Unified Extensible Firmware Interface (UEFI)
is a specification that defines a software interface between an operating system and
platform firmware. UEFI firmware provides several technical advantages over a traditional
BIOS system:

¢ Ability to boot from large disks (over 2 TB) with a GUID Partition Table (GPT).
e CPU-independent architecture

e CPU-independent drivers

e Flexible pre-0OS environment, including network capability

Update Notes:
The following new functionality is available only for volumes encrypted with version 3 of the
software:
e Reconfiguration size, location or type of the volume. If the volume is encrypted with
earlier version of the software, you should decrypt the volume before reconfiguring it
(feature 1 in the list above);
e Two-Factor authentication with conventional removable disks (like USB sticks) is
available only for volumes encrypted with version 3 (feature 2 in the list above);
e Moving encryption keys of boot/system disk volumes to network server is possible only
if the volumes are encrypted with version 3 of the software (feature 3 in the list above);
e Secure unattended reboot option can be activated only if boot/system disk volumes
are encrypted with with version 3 of the software (feature 6 in the list above);
If the functionality is required for volume encrypted with older version of the software, you
should decrypt the volume and encrypt it again with version 3 of BestCrypt Volume Encryption.
See also:

Moving Encryption Keys to Remote Storage

How to boot BCVE encrypted system from the network
Hardware acceleration

Encrypting and Decrypting Volumes

Unattended mount at restart

Options for not mounted volumes

System and Boot Volumes

Manage Volume Passwords

Managing Keys on Hardware Token
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Security characteristics

Encryption Algorithms

BestCrypt Volume Encryption allows the user to encrypt data with a number of encryption
algorithms known as strong algorithms. Every algorithm is implemented with the largest
possible key size defined in the algorithm's specification:

AES (Rijndael) 256-bit key

RC6 256-bit key
Serpent 256-bit key
Twofish 256-bit key

Encryption Mode

BestCrypt Volume Encryption utilizes XTS encryption mode with all encryption algorithms listed
above. XTS mode is specially designed for applications working on disk sector level and more
secure than other popular modes used earlier (like Cipher Block Chaining (CBC) mode).

Two-Factor User Authentication

BestCrypt Volume Encryption supports hardware SafeNet (former Aladdin) eToken Pro and
eToken Java devices. Aladdin €Token is a small removable device connected to USB port and
designed to store data in a secure form. BestCrypt Volume Encryption can store encryption keys
on eToken devices.

As a result, to get access to an encrypted volume the user should insert eToken to USB port and
enter an appropriate password. Your encrypted data cannot be accessed without any of these
Two Factors - without the password or without eToken device.

Two-Factor Authentication is also available with regular removable disks (like USB sticks). In
this case the person who wants to access encrypted volume must: 1) know password for the
key; 2) have the removable disk where the key is stored.

Then, encryption key for boot/system volume is possible to store not on a local computer, but on
network server. It opens an additional security levels for enterprise use of the software. Since
encryption keys are stored on enterprise server, access to encrypted computer will be possible
only if it is connected to enterprise network.

Pre-boot Authentication

BestCrypt Volume Encryption allows the user to encrypt System and Boot volumes. When
the user encrypts System/Boot volume, he/she must enter an appropriate password before
computer starts loading Windows operating system. Without the password BestCrypt Volume
Encryption will not be able to transparently decrypt the disk sectors where Windows stores
system files. Hence, without the password (and hardware eToken, if used) it is impossible to
boot computer where System / Boot volume(s) are encrypted.

Note that Microsoft terminology of System and Boot volumes is not so obvious: System Volume
is a volume where computer starts to load operating system(s) from; Boot Volume is a volume
where operating system (Windows) stores its system files.

See also:

Encryption algorithms

Encryption Mode

Encryption Keys on Hardware Token
System and Boot Volumes
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Encryption algorithms

AES (Rijndael)

The algorithm was invented by Joan Daemen and Vincent Rijmen. The National Institute of
Standards and Technology (http://www.nist.gov) has recently selected the algorithm as an
Advanced Encryption Standard (AES).

The cipher has a variable block length and key length. Authors of the algorithm currently specify
how to use keys with a length of 128, 192, or 256 bits to encrypt blocks with a length of 128 bits.
BestCrypt Volume Encryption uses Rijndael with a 256-bit key in XTS mode.

To get more information on the algorithm, visit the Rijndael Home Page: http://
www.esat.kuleuven.ac.be/~rijmen/rijndael/.

RC-6

RC6 block cipher was designed by Ron Rivest in collaboration with Matt Robshaw, Ray Sidney,
and Yiqun Lisa Yin from RSA Laboratories. RSA's RC6 encryption algorithm was selected among
the other finalists to become the new federal Advanced Encryption Standard (AES). Visit RSA
Laboratories WWW-site (http://www.rsasecurity.com/rsalabs/node.asp?id=2512) to get more
information on the algorithm.

BestCrypt Volume Encryption uses the RC6 with 256-bit key and 128-bit blocks in XTS mode.

Serpent

Serpent is a block cipher developed by Ross Anderson, Eli Biham and Lars Knudsen. Serpent
can work with different combinations of key lengths. Serpent was also selected among other
five finalists to become the new federal Advanced Encryption Standard (AES).

BestCrypt Volume Encryption uses Serpent in XTS mode with a 256-bit key, 128-bits blocks
and 32 rounds.

Additional information about the Serpent algorithm is also available on World-Wide-Web from:
http://www.cl.cam.ac.uk/~rjal4/serpent.html

Twofish

The Twofish encryption algorithm was designed by Bruce Schneier, John Kelsey, Chris Hall, Niels
Ferguson, David Wagner and Doug Whiting.

Twofish is a symmetric block cipher; a single key is used for encryption and decryption. Twofish
has a block size of 128 bits and accepts keys of any length up to 256 bits.

The National Institute of Standards and Technology (NIST) investigated Twofish as one of the
candidates for the replacement of the DES encryption algorithm. As the authors of the algorithm
state, "we have spent over one thousand hours cryptanalyzing Twofish, and have found no
attacks that go anywhere near breaking the full 16-round version of the cipher".

BestCrypt uses a full 16-round version of Twofish and a maximum possible 256-bit encryption
key length. To encrypt volumes, BestCrypt uses XTS Mode.

Additional information about the Twofish algorithm is available also on the World-Wide-Web
from: http://www.counterpane.com/twofish.html

See also:

Encryption Mode
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Encryption Mode

Although BestCrypt Volume Encryption supports a number of well-known strong encryption
algorithms, it is important to choose the most suitable and strong encryption mode for the
algorithms. When choosing a mode, a number of aspects has to be taken into account, including
strength of the mode against known attacks and certain application of the algorithms. For
example, if we encrypt tape devices or network connection, we have to use encryption mode
allowing us to encrypt byte-by-byte sequence. If BestCrypt must encrypt 512-bytes sectors that
an operating system randomly reads from a disk, it has to use an other encryption mode.

BestCrypt Volume Encryption uses XTS encryption mode with all encryption algorithms
supported by the software.

The Institute of Electrical and Electronics Engineers (IEEE) has approved XTS mode for
protection of information on block storage devices according to IEEE 1619 standard released
on 19th December, 2007. The IEEE 1619 document states the following for AES encryption
algorithm used as subroutine in XTS mode:

"XTS-AES is a tweakable block cipher that acts on data units of 128 bits or more and uses the
AES block cipher as a subroutine. The key material for XTS-AES consists of a data encryption
key (used by the AES block cipher) as well as a "tweak key" that is used to incorporate the
logical position of the data block into the encryption. XTS-AES is a concrete instantiation of
the class of tweakable block ciphers described in Rogaway article (Phillip Rogaway - author
of the mode). The XTS-AES addresses threats such as copy-and-paste attack, while allowing
parallelization and pipelining in cipher implementations."

XTS mode uses its own secret key (a "tweak key") that is completely different from Primary
Encryption Key used by certain encryption algorithm.

For example, if block size of AES encryption algorithm is 128 bits, XTS mode requires 128-bit
key. As a result, the effective key length for the pair XTS mode + AES becomes higher than AES
originally has. While AES key length is 256 bits, XTS+AES pair uses 256+128 = 384 bits key.
The size of XTS key is equal to block size of the certain encryption algorithm, and IEEE 1619
standard states that it must be 128 bits or more. It is the reason why since version 2 BestCrypt
Volume Encryption uses encryption algorithms with block sizes not less than 128 bits.

See also:

Encryption algorithms
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System requirements

BestCrypt Volume Encryption system requirements:

e Operating system (32-bit and 64-bit versions):
e Windows 10 ;
e Windows 8 and 8.1;
e Windows 7 ;
¢ Windows Vista;
e Windows XP;
e Windows Server 2012;
e Windows Server 2011;
¢ Windows Server 2008;
¢ Windows Server 2003;

e 10 MB disk space for installation process
e Installed size is 15 MB

16



Installing BestCrypt Volume Encryption

BestCrypt Volume Encryption is distributed as a part of BestCrypt system and as a standalone
product.

In both cases the easiest way to install BestCrypt Volume Encryption is to use the Setup
program, supplied on the installation disk.

Setup program copies all necessary files to your hard disk and inserts required lines into the
Windows Registry database.

To install the software, run BCVE_SETUP.EXE. It is recommended that you exit all Windows
programs before running Setup program.

BestCrypt Setup uses the standard Windows way to install software and provides all necessary
explanations of the installation’ s details. The only default information that the user may want
to change during installation is the Program Folder name for the BestCrypt program files and
the Destination Directory name for where BestCrypt files will be placed.
All dialog windows of the Setup program have the following buttons:

* Cancel - click this button to abort installation

e Next - click this button to proceed with installation

* Back - click this button to return to previous step of installation

After a successful installation, Setup will ask you to restart your computer.

NOTE: BestCrypt Setup program also writes information to the Windows Registry database,
places low-level drivers in the Windows system directory, and prepares the file for the uninstall
procedure. Please do not manually alter or delete any program files belonging to BestCrypt;
otherwise you risk unused software in the system directory and unused strings in the Registry
database.
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How to uninstall BestCrypt Volume Encryption

If you need to uninstall BestCrypt Volume Encryption software please use Add/Remove Programs
feature of Windows.

1. Launch Windows Control Panel from the Start Menu.
2. Select Add or Remove Programs in the Control Panel.
3. Select BestCrypt item. (If the software is installed as a standalone product, select

BestCrypt Volume Encryption item.)
4. Click Change/Remove button to start uninstall program.

IMPORTANT! Please permanently decrypt all encrypted volumes before uninstalling the

software! When BestCrypt Volume Encryption is not installed, you will not be able to access
encrypted volumes!
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Using BestCrypt Volume Encryption

Using BestCrypt Volume Encryption

Running BestCrypt Volume Encryption with command-line
parameters

Volume Encryption

Rescue procedures

Hardware eTokens

Additional functions

Options
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Using BestCrypt Volume Encryption

The chapter explains the main steps in using BestCrypt Volume Encryption and provides
referencies to corresponding articles explaining them in detail. Main purpose of the software is
to make a volume permanently encrypted so that unauthorized persons could not access any
information on the volume. The volume is protected by a password and optionally by hardware
SafeNet (former Aladdin) eToken device.

The user can move encryption key to regular removable disk. It is also possible to move key of
system/boot volume to remote server if the computer is configured to run boot process from
the server.

If the user enters an appropriate password, BestCrypt Volume Encryption mounts the volume
and starts transparently decrypting the data when reading from the volume. When the user
decides to disable any access to the volume, he/she runs the dismount command. BestCrypt
Volume Encryption forgets encryption key for the volume and stops transparent decrypting data
stored on the volume.

It is recommended to use several rescue commands to backup information about encrypted
volumes. BestCrypt Volume Encryption creates so-called Rescue File with information about
encrypted volumes. It would be wise to backup the file to some safe place, for example to
removable disk, and use it to decrypt volume if some accidental damage occurs. Information
inside Rescue File is encrypted exactly in the same way as on volumes, so there is no risk that
someone who does not know the proper password can use the file.

If you encrypt Windows System/Boot volume, it is recommended also to create Rescue Bootable
CD, USB or Floppy Disk. If the volume where Windows boots from becomes damaged, you will
be able to boot computer using the Bootable Disk. Special recovering program will start from
the disk and ask your confirmation to run decrypting process for the System/Boot volume(s).

BestCrypt Volume Encryption supports hardware SafeNet eToken devices to store encryption
keys. If you use eToken to store key for some encrypted volume and lose the eToken, you will
not be able to access the volume. So it is recommended to backup the key to another eToken
and keep it in a safe place. Managing Keys on Hardware Token article explains the backup
process in detail.

If you have encrypted System/Boot volume, BestCrypt Volume Encryption software allows
customizing password-prompt text appeared when you boot computer. Changing standard
Enter password > text has a sense, for example, if you do not want to show everyone who
may turn on your computer what program requires the password. It is also possible to hide star
characters (*) reflecting password typing. You can easily make your computer showing your
own fun text to surprise your family or emulate hanging boot process, or make the computer
showing some standard text of an error in operating system at earlier boot up process time.

Although BestCrypt Volume Encryption does not require knowledge of physical location of
volume on hard disks, the program has several commands allowing the user to view and even
save and restore contents of physical disk sectors. The sectors can be viewed both in encrypted
and decrypted states. The commands can be useful for deeper investigating of the software,
as well advanced users may find it interesting to look at low-level contents of filesystem tables
and other system data.

See also:

Encrypting and Decrypting Volumes
Mounting and Dismounting Volumes
Moving Encryption Keys to Remote Storage
Overview of Rescue Procedures

Rescue Bootable CD, USB or Floppy Disk
Managing Keys on Hardware Token

Editing Boot-time Prompt for Password
View Physical Sectors on Disk
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Volume Encryption

Encrypting and Decrypting Volumes

Mounting and Dismounting Volumes

System and Boot Volumes

Manage Volume Passwords

Moving Encryption Keys to Remote Storage

How to boot BCVE encrypted system from the network
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Encrypting and Decrypting Volumes

BestCrypt Volume Encryption allows the user permanently encrypt a whole volume. After
encrypting volume the software transparently decrypts data from the volume when applications
read the volume and transparently encrypts data when it is written to the volume.

To make some volume encrypted (D:\ for instance), select the volume in BestCrypt Volume
Encryption main window. Then run the Volume->Encrypt Volume command. The following
window will appear:

i {}\‘1 Volume: DATA (D)
Encryption ) )
Snontm: | AES 256-bit key + XTS mode 256-bit key -
S Encrypt all sectors. Do not format the volume. -
volume:

Encrypt all sectors. Do not format the volume.
llse Safanet FOrmat the volume, Minimal initial encryption,
[ Use SafeNe Erase whole volume. Format. Minimal initial encryption.

Tokens are not detected,

Enter

BEEFERRRREED
password:

Confirm

FEERERRRREER
password;

] [ Cancel

Select encryption algorithm to encrypt the volume in Encryption algorithm combo box. Read
more information about available algorithms in Encryption algorithms article.

Initial encrypting of disk volume runs with a speed about 30 - 60 sec/GByte. So it will require
about 30 hours to encrypt 2 TByte volume. Sometimes we do not need to encrypt the whole
disk volume, for example, if new hard disk is just bought. In this case the user may choose
option Format the volume. Minimal initial encryption so that the program would format
the volume and encrypt only just initialized filesystem data on the volume. In this case, the
process will take seconds. All the data written later to the volume will be encrypted.

Potential drawback of Format the volume. Minimal initial encryption option is that part of the
volume with encrypted data will appear as filled by random data, other part of the volume
(unused disk space) will likely store zeros. So someone can define how much data are stored
on the volume.

If the security consideration above is important and the user is going to format the volume, he/
she may use option Erase whole volume. Format. Minimal initial encryption. In this case
the program will write random data to the volume before formatting it. Hence, noone will be
able to define whether the volume is full of encrypted data, or stores nothing inside. Such a
process of initial encryption with overwriting a whole volume will be about 4 times faster than
full initial encryption of volume that already stores data and must not be formatted (default
Encrypt all sectors. Do not format the volume option). Note that Format... options are not
available for boot/system volumes, because they store system files and cannot be formatted.
BestCrypt Volume Encryption can store encryption key for the volume you are going to encrypt
on hardware SafeNet (former Aladdin) eToken USB devices. The picture above illustrates the
case when support for eToken is not installed on the computer. In this case enter passphrase
you are going to use for the volume to the Enter password edit box.
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If support for SafeNet eToken USB devices is installed and some eToken is inserted to USB port,
the following window appears:

' ™
I . -
:ﬁ;ﬁ Volume: DATA (D:)
39 = 5
Elr;gﬂhr‘n’ ; | AES 256-bit key +XTS mode 256-bit key -
Egm_:é [Encrﬂ:lt all sectors. Do not format the valume. v]
Lse SafeMet eToken Pro/Java to store encryption key
%fl';ﬁt, |eToken PRO (Biue), id: 46 1esfoc v
TﬂkErl d SEFERRERBREER
password: _
Confirm
passwiord; __
[ oK ] [ Cancel ] [ Help

To use SafeNet eToken, check the Use SafeNet eToken Pro/Java to store encryption key
checkbox. Then enter passphrase for the eToken to the Token password edit box.

When you finish entering passphrases click OK to encrypt the volume or Cancel to cancel
volume encrypting.

To encrypt volume the software needs so-called seed data to generate random encryption key.
To get random numbers for the seed, the program will display dialog window and ask the user
to move mouse or press keys on keyboard randomly. The picture below illustrates the dialog
window.

L':.‘) Please press any keys on your keyboard at random or move your cursor

across this window to help generate some random data. The random data
collected will be used to generate your encryption key.

When you have provided sufficient rendom data from either your keyboard
or mouse the volume encryption process will start automaticalby.

When enough random data is collected, encryption process will start automatically.
Encrypting is a time consuming operation. You can suspend the process by clicking Stop.
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Encrypting DATA (D) et |

Size of wvolume on physical disk(s): 61853 GB
Processed size: 1.09GB

Time left: 7 houris), & minute(s)
Average speed (KBytes/Sec): 25321 .49

If you do not complete volume encrypting procedure, BestCrypt Volume Encryption will remind
you about not completely encrypted volume. You can continue encrypting process at any time
you prefer, for example, after turning off computer and running it again after several days. To
continue the process just select the volume and run the Volume->Encrypt Volume command
again.
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Mounting and Dismounting Volumes

When the user has permanently encrypted volume, BestCrypt Volume Encryption software
transparently decrypts all the data when reading from the volume if it is opened for access.
In terms of BestCrypt Volume Encryption software, encrypted volume is mounted when it is
opened for access and volume is dismounted if the software does not transparently decrypt
it and access to plain data is impossible.

To mount encrypted volume select the volume in main window of BestCrypt Volume Encryption
and run Volume->Mount Encrypted Volume command. The software will ask you to enter
passphrase for the volume. After entering a proper password BestCrypt Volume Encryption will
start transparent decrypting of the volume and its data will become available for the user.

NOTE: If you use SafeNet eToken device to store encryption key for the volume, the eToken
must be inserted to USB port and passphrase for the eToken must be entered when BestCrypt
Volume Encryption asks for the passphrase. The software does not give any hints in the Enter
password window concerning eToken device because of security reasons: nobody else except
legal user should know whether eToken is used for the volume or not.

To dismount encrypted volume select the volume in main window of BestCrypt Volume
Encryption and run Volume->Dismount Encrypted Volume command. BestCrypt Volume
Encryption will stop transparent decrypting of the volume and access to plain data from the
volume will be impossible.

eToken with encryption key for volume is required only for mounting the volume. After that you
can remove the eToken from USB port and continue normal work with mounted volume. The
volume can be dismounted at any time by running Volume->Dismount Encrypted Volume
command. The way of managing eTokens is chosen to minimize advertizing your use of eToken.
Besides, it minimizes risk of losing €Token device.

NOTE: BestCrypt Volume Encryption will not dismount volume if there are opened files or
windows from that volume. It is necessary to keep integrity of data on the volume. For
example, Windows always has some files from System/Boot volume opened. If BestCrypt forced
dismounting the volume, Windows would behave unpredictably and may damage some system
data. It is more safe to hardware reset or turn off computer in extreme situations than dismount
System/Boot volumes.
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System and Boot Volumes

BestCrypt Volume Encryption allows encrypting System and Boot volumes. The software uses
terms System and Boot for volumes as they are defined by Microsoft:

e System Volume is a volume where from computer starts to load operating system(s)

¢ Boot Volume is a volume where operating system (Windows) stores its system files

System and Boot volumes can be different volumes, for example, computer boots from volume
C:\ and then loads Windows system files from volume D:\ (i.e. path to Windows system folder
is D:\WINDOWS). System and Boot volume can also be a single volume, as it is often happens
for notebook computers: C:\ is the volume where from computer boots and Windows system
folder is C:\WINDOWS.

If you encrypt System/Boot volume, BestCrypt Volume Encryption must start transparently
decrypt the volume at very early stage of booting operating system. In fact, the first code
your computer runs after hardware diagnostics is the code of BestCrypt Volume Encryption
passphrase request procedure.

What we get is a natural and completely impossible for patching Pre-Boot Authentication
Procedure: if someone does not know a proper password, BestCrypt Volume Encryption will not
be able to get encryption key for System/Boot volume. If so, System/Boot volume(s) cannot be
decrypted and of course, Windows cannot be loaded from volumes containing garbage data.
BestCrypt Volume Encryption asks to enter password by displaying message that BestCrypt
software requires password and showing Enter password > prompt. Any graphics and pictures
are avoided to make computer not advertising its boot protection. Even more, boot time
password-prompt text can be completely customized so that even if someone watches furtively
how you run your computer, it will be difficult to guess that the computer is protected. Read more
about customizing the password-prompt text in Editing Boot-time Prompt for Password article.

If System and Boot data are on different volumes

For the case when single volume is Boot and System, it is obvious that after entering password
for the volume both Boot and System data becomes opened for access.

To provide the same functionality for the case when System and Boot volumes are different,
BestCrypt Volume Encryption requires using the same password for System volume as the
one used for Boot volume if Boot volume is already encrypted (and vice versa). If you
change password for System volume, it will be changed for Boot volume too. Such a way of
managing passwords for System and Boot volumes avoids a number of contradicting moments
in intuitive understanding the software behaviour and just reflects the fact that using computer
is impossible if some of the volumes - Boot or System - is not opened for access.

See also:

Rescue Bootable CD, USB or Floppy Disk
Editing Boot-time Prompt for Password
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Manage Volume Passwords

BestCrypt Volume Encryption allows the user to manage passwords for encrypted volumes in
several ways. Every encrypted volume has Master Password - it is the password the user enters
when he/she encrypts the volume. The user can change the Master Password.

Besides of Master Password, the user can add several other passwords for encrypted volume,
including boot and system volumes. Such additional passwords can be removed at any time.
The functionality is convenient and provides more security, because administrator can add
passwords for other users to get temporary access to encrypted data and then remove the
passwords. Besides, administrator does not have to tell other users his/her own password,
because it can also be used for other encrypted data.

To add new password select the volume in main window of BestCrypt Volume Encryption and
run Volume->Manage Passwords->Add Password command.

To remove additional password select the volume and run Volume->Manage Passwords-
>Remove Additional Password command. Note that the program requires to enter the
password to remove it.

Administrator can also remove all additional passwords by running Volume->Manage
Passwords->Remove all Additional Passwords command. In this case the program
requires to enter Master Password for the encrypted volume.

To change password select the volume and run Volume->Manage Passwords->Change
Master Password or Volume->Manage Passwords->Change Additional Password
command if you want to change additional password.

The software will ask to enter current password for the volume. After entering a proper password
BestCrypt Volume Encryption will ask to enter new password twice to verify that the user has
not mistyped some letter in the new password.

If encryption key for the volume is stored on SafeNet eToken USB device, password for the
volume actually is password for the eToken. If you decide to change the password, you should
realize that new password for the eToken must be entered in other applications that use the
eToken device.

To change passphrase for SafeNet eToken device, use SafeNet eToken management
software the computer must have installed, like eToken PKI Client or eToken RTE.

Since eToken devices support one only password, administrator cannot add new passwords
for the encrypted volume using Add Password command. Instead, administrator can copy
encryption key stored on the eToken to e€Token of the other user. The other user's eToken has
another password, so all the users will open the same encrypted volume by entering different
passwords for their different eTokens.

See also:

Main window
Managing Keys on Hardware Token
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Moving Encryption Keys to Remote Storage

By default BestCrypt Volume Encryption stores encryption key for volume on the same volume
in encrypted form. The key is encrypted by another key derived from the password for the
volume. To mount volume the user enters the password, the software then decrypts the key
and mounts the volume.

To enhance security level of encrypted volume the user can move the key in encrypted form from
the volume to some external storage. It may be a removable disk (like USB stick) or remote
network server where from the computer boots. The last option is available for system/boot
disk volumes only and requires configuration of enterprise server so that the client computer
could boot from it.

If you move encryption key from the volume to a removable disk, any person who wants to
mount the volume will have to: a) know password for the key and b) have the removable disk.
Without any of these two factors it will be impossible to get access to the data inside the volume
(it is so called Two-Factor Authentication).

To move encryption key from encrypted volume, select it in BestCrypt Volume Encryption main
window. The volume should be in mounted state. Run command Encryption Key -> Move key
to external storage command from Volume menu. If the disk volume is not boot/system,
the program will allow moving its encryption key only to some removable disk. The following
window will appear.

- ™

Move enciyption key to removable disk =
Wirite encreption key of the dizk wolume to removable disk and eraze it from header .
i

an the dizk wolume.

Mote: after mowving encryption key to removable disk it will be impossible to access data on
the encrypted volume without connecting the removable disk to the computer,

Select removable disk where to put the encryption key:

Removable disk Capacity Free space Filesystem

SER (F:) 3.74GB o©54.7MB  FAT3Z2

The program will format selected disk only if the disk was not earlier prepared as Rescue Disk
or disk to store encryption keys. Be sure to choose FAT or FAT32 filesystem during the
format process,

Press Finish button to format the disk and move the key to selected removable disk.

<Back | Fish | | Cancel

The window contains all instructions and precautions the user should be aware of when he/
she is going to move encryption key from encrypted volume to external storage. Please do
not continue the process if something is unclear and address your questions to Jetico technical
support (mailto:support@jetico.com).

If you are sure that instructions and precautions are clear, select removable disk from the list
in the dialog window and click Finish.

If encrypted volume is system or boot and you run the Move key to external storage
command for it, another dialog window will appear.
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o e sterr o S =

Select type of external storage.

Encrphion key can be moved to removable USE dizk or o boot image file uzed to
bioot the computer fram network.

Presently encryption key is stored on the disk volume and encrypted by password.

After moving the key to external storage it will be impossible to access data on the disk
volume without connecting the storage device to the computer.,

Select where do you want to move the encryption key from the volume:

(71 Removable disk. Computer must be configured to boot from the removable disk.

(@) Bootimage file. Computer rust be configured to boot from network using binary
code from the file,

Mote: the program also automatically saves the key encrypted by password in Rescue
Faolder. Run the ‘Rescue -= Default Rescue Settings' command to get more information
or change the Folder location.

As instructions on the window state, you can select option Removable disk and move the key
to the removable disk in the same way as it was described above for not boot/system volumes.
In this case please make sure that your computer is configured to boot from the removable disk.

You may also select Boot image file option if your client computer is configured to boot from
remote server. In this case boot code the remote server sends to your computer at boot time
should be replaced by boot code provided by BestCrypt Volume Encryption program. So if you
select the Boot image file option and click Next, file with the boot code will be created.

To make the process of moving key as safe as possible, in the next dialog window the program

allows the user to create the boot file without erasing the key from the volume, just for testing
purposes.
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- ™
e e weerr s S =

Move key to boolt image file.

Move encroption key of the dizk volume to boot image file and then use the file to
bioot the computer fram network.

Mote: after mowving encryption key to the boot image file it will be possible to boot the
computer anly from network,

Itis strongly recommended to test that your computer can boot from network correctly,
For that purpose you may choose option to copy encryption key to the boot image file
without erasing the key from the volume,

If the computer boots correctly from network, you may run the command again and
select second option to erase encryption key from the original encrypted volume.

i@ Copy encryption key to boot image file for testing purposes without erasing it on
the original encrypted volume.

(71 Move encryption key to boot image file and erase it on the original encrypted
volume,

< Back ][ Finish ] [ Cancel

Whatever option you choose, the program will create boot file for the computer with encryption
key. If you have chosen option to make a copy of the key for testing purposes and your computer
could boot from network correctly, please run the command again and choose option Move
encryption key to boot image file. After that the key will be copied to the file and erased
from encrypted volume. Then the only way to boot the computer will be getting the boot code
from the server.

BestCrypt Volume Encryption allows the user to move encryption key back from the external
storage to encrypted disk volume. To do that run command Encryption Key -> Restore key
from external storage from Volume menu. The program will access boot image file or look
for the key on removable disk and restore the key on encrypted volume.

NOTE: moving encryption keys to remote storage is possible only for volumes encrypted with
version 3 of the software. If the functionality is required for volume encrypted with older version
of the software, you should decrypt the volume and encrypt it again with version 3 of BestCrypt
Volume Encryption.

See also:

Main window
How to boot BCVE encrypted system from the network

30



How to boot BCVE encrypted system from the network

BCVE boot with two-factor authentication

In two-factor authentication mode BCVE transfers encryption keys to external location and erases
them locally. Thus it needs an external boot loader to boot with encryption keys. BCVE uses
Syslinux family of boot loaders for this purpose.

Syslinux family support booting from USB flash, network (PXE), CD/DVD media. BCVE creates
universal boot file capable of booting from all the sources above. It also makes ready to use
bootable USB flash disks and CD/DVD disk images. Unlike them, the network boot environment
for BCVE has to be configured manually.

Preparing the environment

In order to boot computer from the network you need to configure appropriate network
environment. Detailed description of setup and configuration can be found at the Syslinux site:

Configuring BCVE for boot form the network

1. Get your computer's MAC address:

e Open the Network and Sharing Center

e Select Change adapter settings

e Double-click your network adapter to view Status

e Click the [Details] button and write down the Physical address in
11-22-33-44-55-66 form

2. Create BCVE boot file BootImage.bin
3. Download PXELinux package.
4, Unpack pxe.zip into the root of your TFTP server
5. Copy pxelinux.cfg/01-aa-bb-cc-dd-ee-ff file and replace 'aa-bb-cc-dd-ee-ff' with your
physical address
6. Create unique directory for boot file; we recommend to use your physical address as the
directory name
7. Copy the Bootimage.bin boot file to the newly created folder
8. Open the newly created configuration file and correct the path to the Bootimage.bin file
9. Set the following options in your DHCP server:
e next-server <Your TFTP server IP>;
¢ filename “/pxelinux.0”;
10. Try to boot your computer from the network
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Rescue procedures

Overview of Rescue Procedures

Rescue Bootable CD, USB or Floppy Disk

Using Rescue File

BestCrypt Volume Encryption on Windows Bootable CD
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Overview of Rescue Procedures

BestCrypt Volume Encryption provides the user with a number of procedures to avoid loosing of
encrypted data in accidental cases. For example, because of damaging physical sectors where
critical data is stored (like encrypted volume headers).

Recovering encrypted data is possible if the user has Rescue File for the volume. By default,
BestCrypt Volume Encryption creates and updates Rescue File (rescue.rsc) in the folder where
the software is installed. The user can change location where the software automatically saves
the Rescue File by running Rescue->Default Rescue Settings command. Information inside
Rescue File is encrypted exactly in the same way as on volumes, so there is no risk that someone
not knowing proper passwords can use the file. Since the folder where the software is installed
can also be encrypted or even stored on damaged disk, BestCrypt Volume Encryption suggests
the user should use commands from Rescue menu to copy Rescue File to safe place.

Several accidental situations are possible:
e Encrypted Boot/System volume is damaged. If physical damage of the volume occurs,
it will be impossible to boot computer. BestCrypt Volume Encryption suggests the user
should create Rescue Bootable CD or USB drive, or Floppy Disk . The bootable
disk contains Rescue File and special recovering program that starts just after booting
computer from the disk. The recovering program displays information about volumes and
after confirmation starts decrypting process.
e Encrypted regular volume is damaged. In this case it is possible to run BestCrypt Volume
Encryption program, select damaged volume in the main window of the program and run
the Rescue->Decrypt with Rescue File command. The program allows using Rescue
File located on any disk.
e Another kind of problems can also occur. BestCrypt Volume Encryption can store
encryption key on hardware USB token device (SafeNet eToken). If you lose the token,
it will be impossible to access the volume. So it is strongly recommended to copy keys
stored on the token you use in everyday work to another token and keep the backup token
in a safe place. Command Rescue->Hardware Token->Backup Encryption Keys to
other Token is added for that purpose.

BestCrypt Volume Encryption on a Windows Bootable CD is also available. In some situations
it might be more convenient to boot the computer with a bootable Windows Live CD, and then
access encrypted volumes to solve problems without decrypting the computer. Learn more here
about how to create a Windows Live CD with the BestCrypt Volume Encryption plugin, so that
encrypted disk volumes can be mounted after booting the computer with the Live CD.

NOTE: Rescue File stores information in encrypted form. If you forget password for some
volume, it will be impossible to decrypt the volume using Rescue File.

See also:

Using Rescue File

Rescue Bootable CD or Floppy Disk

Managing Keys on Hardware Token

BestCrypt Volume Encryption on Windows Bootable CD
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Rescue Bootable CD, USB or Floppy Disk

BestCrypt Volume Encryption supports encrypting System and Boot volumes.

If Boot or System volume is encrypted and physical damage of the volume occurs, it will be
impossible to boot computer. BestCrypt Volume Encryption suggests the user should create
Rescue Bootable CD or Rescue Bootable USB drive, or Rescue Bootable Floppy Disk. The
disk contains Rescue File and special recovering program that starts just after booting computer
from the disk.

To save rescue data run Rescue->Save Rescue Data command. If system or boot volumes
is not encrypted on the computer, the program will suggest the user save rescue file to some
safe location, for example, to removable disk or remote server.

If system or boot volume is encrypted, after running the Save Rescue Data command, the
following dialog window will appear.

F ™

" System or Boot volume is encrypted on the computer.
G Create Rescue Bootable Disk for potential need to boot
the computer for recovery purpose,

Select type of Rescue Bootable Disk,

i@ IS0 image file of Bootable CD.
furn the file to CD in case of emergency,

(7 USE Removable Disk.
Make sure that the computer can boot from USEB,

~I Floppy Disk.

Ok ] [ Cancel

Select first option in the dialog window to create Rescue Bootable CD or DVD disk. The program
creates file with ISO image of the Bootable CD/DVD with the Rescue File. Then you should
run any CD burning software that can burn ISO files (i.e. files with *.iso extensions) to CD.
(Read about ISO image files and programs that are able to burn the files correctly on http://
en.wikipedia.org/wiki/ISO_image).

Select second option to create Rescue Bootable USB removable disk. BestCrypt Volume
Encryption will look for an appropriate USB removable disks on the computer and will display
them.
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Create Bootable Rescue USE removable disk ==

. ™ Select USE disk from the list belaw and format it as a baotable rescue disk. Nate that
._y_j the program will eraze current contents of the disk.

| FRemowvable disk  Capacity  Free space  Filezvstem
: 1.89GE 1.28GB FAT32

M okes:

1. Werify that your hardware iz able to boot from USE removable devices.

2. The prograrm will rurn farmat process for the dizsk. Be sure to chooze FAT or FAT 32
filezpztem to format the dizk.

Fresz 0K button to format the disk and copy all neceszsan fles to it

| Ok | [ Cancel

Select USB disk that you want to use as Rescue Bootable USB drive and click OK. BestCrypt
Volume Encryption will start Windows formatting procedure for the disk and create the Rescue
File on the formatted disk.

NOTE: this functionality requires that your hardware is able to boot from USB removable
devices. To boot the computer from USB device, 'USB disk' or 'USB Zip/LS' must be set as the
first boot device in BIOS.

It is also possible to create Rescue Bootable Floppy Disk if such a device is available on the
computer. After selecting corresponding option in the Save Rescue Data window the program will
ask you to insert floppy disk and copy all necessary data for recovering System/Boot volumes
to inserted floppy disk.

NOTE: BestCrypt Volume Encryption will overwrite all contents of the disk you are going to use
for recovering purposes. Please verify that the disk does not contain any important data.

If accidental damage of System or Boot volume occurs and you cannot boot computer, please
use the following steps to recover the volume(s):

e Turn on the computer and if necessary, configure it to boot from CD, USB or floppy
disk. Usually you should press Del button, get computer low-level hardware configuration
program running and set corresponding First Boot Device option in the program.

¢ Insert Rescue Bootable Disk and let computer to boot from the disk.

e BestCrypt Volume Encryption recovering program will automatically start as soon as
boot process finishes. The program will not run decrypting process, instead it will display
information about encrypted volume and ask for your confirmation to run decrypting
process.

o If you allow the program to continue, it will ask for the password and decrypting process
will run.
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Typical view of the recovering process looks like:
Starting Windows. ..

A:“>recovery.exe

oE o JoE o oo o o E E S oS o S o oS N S e S

BestCrypt VUolume Encryption *Hx
DOS Recowvery Utility a5k

(0 o o6 o6 PE E o o JE I BE 2E I PEDE B I W DE DE BB FEPEDE DE B FE B DEDE BB BEDEDEDE

The program will scan Recowvery File 'rescue.rsc’
=earching for recovery data for System and-or Boot Uolumes.
Then the program Will decrypt the volumes.

Do you want to continue? (¥/N) > Y
Please wait while gathering information about hard drives...

Found hard drive Bx88, supports extended int 13h commands.
Found hard drive Bx81, supports extended int 13h commands.
Found hard drive Bx82, supports extended int 13h commands.
Found Recovery Data for System Uolume on hard drive Bx88.
Recovery information for Boot-sSystem volume is found.

Enter password for the voluMe > sesssssxsmsss_

When the process of recovery decryption finishes, remove the Rescue Bootable Disk and
reboot the computer so that normal boot process would run.

See also:

System and Boot volumes
Overview of Rescue Procedures
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Using Rescue File

Besides of creating Rescue Bootable Disk for System/Boot volume, it is also recommended to
save Rescue File for all the volumes you have encrypted.

When the process of initial encryption of disk volume finishes, the program displays message
box suggesting the user should save rescue information for just encrypted volume. If the user
agrees, the program proceeds with saving rescue data. If system or boot volume has been
encrypted, Save Rescue Data dialog window will appear, otherwise the program will ask the
user to browse location where Rescue File should be saved. Information inside Rescue File is
protected exactly in the same way as on encrypted volume, so there is no risk that someone
who does not know the proper password will be able to use the file to access data on encrypted
volume.

The Rescue File can be used to recovery decrypt volume if some accidental damage occurs. To
run the recovery decryption process select the damaged volume in main window of the program
and run Rescue->Decrypt with Rescue File command.

Rescue File contains information about all encrypted volumes, including System and Boot
volumes. The file can be used in more complicated accidental cases, for example, if computer
hardware is damaged but there is a hope that hard disk with encrypted volumes is still alive.

In this case you can insert the hard disk to another computer, install BestCrypt Volume
Encryption on the computer and run Rescue->Rescue Decrypt Volume command. The
program will ask you to browse Rescue File for the process. Browse the file you have saved
from computer that is damaged now and the program will decrypt the volume.

See also:

Overview of Rescue Procedures
Rescue Bootable CD, USB or Floppy Disk
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BestCrypt Volume Encryption on Windows
Bootable CD

NOTE: This information is helpful if you want to create a bootable Windows CD/DVD with
BestCrypt Volume Encryption software.

BestCrypt Volume Encryption is provided with a variety of ways to recover encrypted computers. After
encrypting boot/system volumes, the program recommends to save a rescue file or create a rescue
bootable disk. With the help of a rescue bootable disk, encrypted boot/system volumes on the computer
can be decrypted in case of emergency, such as if the computer will not boot. Yet this solution is not
always the best option. In some situations it might be more convenient to boot the computer with a
bootable Windows Live CD, and then access encrypted volumes to solve problems without decrypting
the computer. This article explains how to create a Windows Live CD with the BestCrypt Volume Encryption
plugin (BCVE plugin), so that encrypted disk volumes can be mounted after booting the computer with
the Live CD.

Requirements to create a Windows Bootable CD with the BCVE plugin

1. Program to create ISO image file of the CD - You will burn the CD from this file and
then boot your computer with the CD. In this article we will use the WinBuilder program to
create ISO image file.

2. Windows installation disk - WinBuilder utilizes files from the disk to create a Windows
Bootable CD. Windows 7 installation disk is used here as an example.

3. BCVE plugin files - WinBuilder will include the files in the Bootable CD. The files will be
used to get BestCrypt Volume Encryption software in the Windows environment that loads after
booting the computer with the Bootable CD.

WinBuilder in more detail

WinBuilder is a free application designed to create and customize boot disks based on MS
Windows. More information can be found on the WinBuilder project site.

The interesting point about WinBuilder is that it allows incorporating third party programs (for
example, BestCrypt Volume Encryption) to the bootable CD it creates. In terms of WinBuilder
the scripts (or command files) that add this functionality are called ‘app scripts’, and they can
be placed inside a WinBuilder project.

Creating a Windows Bootable CD with the BCVE plugin

1. Download and install WinBuilder .
2. Choose a project to build a Windows Bootable CD as shown in Image 1:
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3. On the right pane of WinBuilder, select the project and click Download on the
left pane. Every project is a set of commands in a text file that instruct WinBuilder
how to assemble a bootable CD based on a Windows installation disk. In this article
we are using a Windows 7 installation disk, so we choose the Win7PE_SE project
(win7pe.winbuilder.net/se). The project may also be downloaded separately. Some
projects already have WinBuilder inside their archive, so you would only need to
download and extract the project and the WinBuilder.exe file.

4. In WinBuilder click Source to enter the path to your Windows installation CD.

5. The BCVE plugin should now be added to the main project. Download the BCVE plugin.
The archive contains an empty 'files' folder and the bcve.script file. Create a sub-folder
titled BCVE in the Apps folder of WinBuilder. For example, if WinBuilder is installed in
C:\WinBuilder\, you should extract files from bcve_winbuilder.zip to C:\WinBuilder
\Projects\ Win7PE_SE\Apps\BCVE

6. Copy BestCrypt Volume Encryption files from the computer where it is installed
(for example, the installed files may be in C:\Program Files\Jetico\BestCrypt Volume
Encryption) to the folder in your WinBuilder BCVE\files sub-folder:
C:\WinBuilder\Projects\ Win7PE_SE\Apps\BCVE \files.

7. Now you have WinBuilder with the BCVE plugin. If the BCVE plugin subfolder did not
appear in the Apps directory, please restart the WinBuilder window.
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[¥ & Main Configuration -
[V ¢ Images configuration " . Win7PE SE 4 | 4
- 3} Share Scripts " 6
::; gg z:ilﬁ: 'Q 4 Win7PE_SE project that supports Win7 DVD SP0 and SP1, %86 and x64
[ [ e
B[V I2) Companents w17
B Apps Description: Step 1. & 2, Click Picture;
Qo 1. Select ™S Directory” using the "Paths” Tab ¥
R R ; . Select "Source Directory” using the "Paths™ Tal Lo i
H f?' _1 BestCrypt Volume Encryption v3.50,01 Win7PE SE' Source MUST be: w
-1V File Tasks a. Windows7 files in a Folder (Recommended)
-7 2D Portable b. Windows7 DVD
- [V Supplementary ) ) |
-V System Toals 2, Edit your configuration settings
&-[¥ |2 Drivers 3. Click on the "Big Blue Play” button to start Building
®-[¥|32 Finalize "Win7PE SE”
@[3 virtualTest i .
U : : If you get a ‘PreRequest’ Warning:
I A
I'Ell S“ﬂ]l; IrieHicda Follow Instructions than Hit 'Big Blue Play' button again

4, Optional Test with gEmu, VirtualPC, VirtualBox, VMware
or enable Best Emulation

5. Burn final "Win7PE SE' Iso or
Copy "Win7PE 5E' to any USB-Device

Win7PE SE - Reboot Win7PE SE - MSFN Win7PE SE - The Qven

8. Follow further WinBuilder instructions to prepare an ISO image file of the CD.

9. Burn the ISO image file to a CD and boot the computer with the Windows Bootable
CD. Make sure that the CD is the first boot device on your machine. When booting
from CD, you will load the following Windows-like environment:

BestCrypt Volume Vo - En n 10O =

Encryption Volume FRescue ©Ophions Sectors Yiew Help

7 | | Glea Qe 2|7

Explorer Volume | Status |£§pacih' | Free Space I Filz System | System or Bootl Volume
=32 (C:) Mot Encrypted 15.00 GB  5.39GB NTFS Basic
a 100ME {D:) MNotEncrypted 120,0MB  106.2MB MTFS Basic
ti%% =ax64 (E:) MotEncrypted 14.33GB  1.56GB NTFS Basic

-

Lock Computer

=3 Explarer

&l shutdown
Accessories

. BestCrypt Volume incrtion

(&) BestCrypt Volla¥e Encryption
Favorites 3
Computer Management
File Tasks ommiter
Network
e Metwork

Supplementary
System Tools

Control Panel

4 Back Run....

I |Search programs and files w Shut down |+

I:__'Start E L =] = @ BestCrypt Volume Encry... |

WinBuilder Copyright (c) 2006-2012 Nuno Brito. All Rights Reserved.
BestCrypt Volume Encryption Plugin Copyright (c) 2012 Pepa Kokes. All rights reserved.
BestCrypt Volume Encryption Copyright (c) 2005-2012 Jetico,Inc. All rights reserved.
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Hardware eTokens

Encryption Keys on Hardware Token

Managing Keys on Hardware Token
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Encryption Keys on Hardware Token

BestCrypt Volume Encryption can store encryption keys for volumes on hardware SafeNet
(former Aladdin) e€Token Pro and eToken Java removable devices connected to USB port. Detailed
information about the devices is available on SafeNet Web site: http://www.safenet-inc.com.
When eToken supporting drivers are installed, BestCrypt Volume Encryption enables option Use
SafeNet eToken to store encryption key in the dialog window appeared when you encrypt
volume. If you choose the option, you will have to enter passphrase for the eToken you have
inserted. The following picture shows the dialog window.

e ™
'?"D*%" Yolume: DATA (D:)
Encryption ) )
ot | AES 256-bit key + XTS mode 256-bit key -
i [Encrﬂ:lt all sectors. Do not format the volume. v]
volume:

Lse SafeMet eToken Pro/Java to store encryption key

%fg":, |eToken PRO (Biue), id: 46 1esfoc v
TDkEn d BEERERBRERES
password. —
[ oK J [ Cancel ] [ Help

If encryption key for volume is stored on eToken, accessing such encrypted volume will require
the eToken device connected to USB port and entering an appropriate passphrase. Encrypted
data cannot be accessed without any of these Two Factors: without knowing passphrase for the
eToken or without the eToken device itself.

BestCrypt Volume Encryption has also a functionality allowing the user to backup encryption
keys from one eToken to another and, if needed, completely delete encryption keys from eToken.
Read more detail about the functions in Managing Keys on Hardware Token article.

NOTE: eToken with encryption key for volume is required only for mounting the volume. After
that you can remove the €Token from USB port and continue normal work with the mounted
volume. The volume can be dismounted at any time by running Volume->Dismount Encrypted
Volume command. Such a way of managing eTokens is chosen to minimize advertizing your
use of eToken. Besides, it minimizes risk of losing eToken device.

See also:

Encrypting and Decrypting Volumes
Managing Keys on Hardware Token
Mounting and Dismounting Volumes
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Managing Keys on Hardware Token

Besides of storing encryption keys on SafeNet eToken devices, BestCrypt Volume Encryption
provides the user with an additional functionality for eTokens. The functions may be useful and
even necessary to avoid losing encrypted data and enhance security for sensitive data.

Saving encryption keys from one eToken to another

It is strongly recommended to create backup copy of encryption keys stored on eToken device.
eToken is a small plastic thing that may be lost. If you lose eToken with encryption key for some
volume, the volume will become completely inaccessible.

To copy encryption keys from one eToken to another e€Token device, run the Rescue-
>Hardware Token->Backup Encryption Keys to Other Token command. The program
will ask the user to insert Source Token where from the keys should be saved, as the
following picture illustrates:

Flease select the sounce token from where the encryption keys will be
copied from.

Token: |eToken FRO (Hiue), id: 487e80c | |

Token
password:

After entering passphrase for e€Token, click OK . The program will display next dialog window
asking to insert another Destination eToken to USB port where encryption keys should be saved
to.

Insert Destination eToken to USB port and click OK. The program will copy encryption keys to
the eToken and report that the operation has been successfully completed.

Then the program asks the user to insert another eToken device where from the user may wish
to backup encryption keys. If the user agrees, the program will save encryption keys from the
source eToken to the same destination €Token. As a result, the single destination eToken will
store encryption keys from several source eTokens. Such a functionality allows the administrator
to keep a single backup eToken with encryption keys originally stored on a number of users'
eTokens.

Please store the Destination eToken in a safe place and use it if you lose original eToken with
encryption keys.

BestCrypt Volume Encryption has no command to copy the keys from eToken to other types
of storage devices to avoid decreasing security level of the keys. Indeed, if the user occasionally
copies encryption keys from eToken to hard disk, there is no sense in keeping original eToken very safely.

Deleting all encryption keys from eToken

If you are not going to use some eToken device as a storage for encryption keys, you can
delete the keys to free up eToken memory. To delete the keys run Rescue->Hardware Token-
>Delete All Encryption Keys from Token command. Please be careful when you delete
encryption keys from eToken! If you still have some volume encrypted with key stored on the
eToken, the volume will become completely inaccessible.

See also:

Encrypting and Decrypting Volumes
Mounting and Dismounting Volumes
Overview of Rescue Procedures
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Additional functions

View Logical Sectors on Volume

View Physical Sectors on Disk

Save and Restore Sectors on Physical Disk
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View Logical Sectors on Volume

BestCrypt Volume Encryption software is easy in use and does not require from the user any
special knowledge of location of volumes (like C:\ or D:\) on physical disks.The user should
only run encrypt operation once and then mount volume (i.e. open it for access) or dismount
it (i.e. close access to volume).

But sometimes it may be interesting and useful to take a look how Windows places volumes on
physical disks in real life, on your concrete computer. What volume sectors contain, how the
sectors look in encrypted and decrypted state, what filesystem structures contain. Especially
if the volume has parts on different dynamic physical disks. For example, if Striped Volume
consists of two parts on two hard drives, first 128 sectors of the volume are on first hard drive,
next 128 sectors are on the second drive, next 128 sectors are on the first drive again and so on.

Taking a look at the same sector in encrypted and decrypted form is useful if you want to analyze
how BestCrypt Volume Encryption encrypts concrete sectors. For example, when an array of
sectors is filled in by zeros. Using XTS Encryption Mode guarantees that contents of the sectors
will be completely different, but probably you should look at the effect by your own eyes.

To view contents of the sectors belonging to some volume, select the volume in main window of
the program and run Sectors->View sectors on selected volume command. The following
window will appear:
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The window shows general information about the volume, like label and size in sectors. Sectors
on physical disk(s) combo box contains list of physical disks where the volume resides. It
can be one only physical disk if type of the volume is Simple or three and more disks if it is
RAID-5 volume.

You can look at contents of any sector of the volume by entering its number in the Logical
Sector Number edit box. The program will display corresponding physical disk and physical
sector numbers. Besides of this, if the volume is encrypted, you can look at the sector contents
both in encrypted and decrypted form by checking the View decrypted sectors checkbox.

NOTE: View sectors on selected volume command is enabled only for the user with
Administrating privileges to avoid the case when ordinary user could look at contents of files
belonging to other users.

See also:

View Physical Sec