When Data Spills occur, are you ready to take action?

or over 10 years BCWipe has been the wiping utility of choice

for the U.S. Defense Community and is widely accepted as the
de-facto standard to clean up classified data spills - also known as
contaminations or classified message incidents.

BCWipe is trusted throughout the U.S. DoD to
clean up data spills in response to these incidents:
File moved to the wrong location
Accidental email distribution
Modified documents containing ‘Tracked Changes’
DoD classification changes

When data resides somewhere it shouldn’t be, BCWipe is there
for clearing selected data files with surgical precision.

Information Assurance professionals must respond quickly to data
spills and stop the accidental release of information. With BCWipe
you won't be caught off guard when a data spill occurs.

“BCWipe works very well in our lab
and does exactly what it’s supposed
to do. | have recommended BCWipe

to our customers for clearing a disk of
contaminated files or responding

to a data spillage event.”

- Frank T, Principal Engineer, Data Domain

Take command of all wiping activities

BCWipe - Enterprise Edition includes central management to deploy,

control and monitor client software on remote workstations.
Features ‘Enforcer mode’ ™ to remotely wipe selected data
without end-user intervention; wiping tasks can be invisible to
end-users and can run without user logged on
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- Delete With Wiping

- Wipe Data Remanance

Forensically Clean’ Wiping by Jetico
Commands and tools to securely erase data after every
activity with confidential information:

- Transparent Wiping
- Wipes deleted or temp files
automatically on the fly

- Wipe files, folders, and even
compressed files with ease

- Reserved Space Manager

- Free space; File slack space; - Preserves wiped free space
Swap file; MFT records; in a clean state to save time
D_irectory entries; NTFSlogfile; | BCWipe Task Manager
Directory slack space; - Set scheduled wiping tasks

- Wipe Internet History . Disk-level verification

- Wipe Local History . Hexadecimal File Viewer

- Swap File Encryption

- Log File Viewer
J

BCWipe complies with U.S. Department of Defense (DoD 5220.22-M),
U.S. Department of Energy (DoE M 205.1-2), and other popular
wiping standards - plus create your own custom wiping scheme.

Do you practice good ‘Cyber Hygiene'?

Data remanence can carry sensitive information easily recoverable
by a simple restore tool. To ensure good ‘cyber hygiene’, BCWipe
securely erase all traces of unwanted files beyond recovery.

For ongoing data protection, rely on the BCWipe solution when
‘deleting’ files, closing programs, shutting down or ending a classified
session on periods processing (shared) workstations.

“With BCWipe's Transparent Wiping
running in the background, | will always

be working in a totally clean environment.”
- Bruce Schneier, Security Expert

Don’t risk your sensitive data falling into the wrong hands... Protect against Data Spillage with BCWipe

BCWipe Licensing Clarification

Each endpoint where BCWipe is used must be covered with its own license. One license may only be used on one workstation and may not be used one-at-a-time on multiple computers/drives.
Downloadable trial software on the Jetico website may be used for evaluation purposes only, not for operational use without a valid license.

? Jetico

Data Protection

Phone (US.): 1.202.742.2901 - Email: enterprise_sales@jetico.com - Phone (Europe): +358.92.517.3030



BCWipe
Total WipeOut™

nntE-= CLAIME
=== | TEST

ADISA Certified Software
Secure Erase SSD & HDD

How do you decommission or dispose of computers and drives?

rusted throughout the U.S. Department of Defense,
BCWipe Total WipeOut is called on to protect your hard drives
(servers, desktops, laptops, removable media) in these cases:

- Secure disposal when upgrading to a new system

- Wiping before sending for physical destruction

- Clearing to decommission or repurpose between classified programs
- Hard drive with proprietary information fails under warranty

- Donating computers to community

Securely erase entire hard drives

Run over network or from a bootable disk, BCWipe Total WipeOut is
trusted by the world’s top security organizations to erase all contents
of an entire hard drive, including;

- Boot records

- Filesystem structures

- Operating system files

- Host Protected Area (HPA)

- Device Configuration Overlay (DCO)

Jetico’s data protection software
is trusted by 1,000,000+ users in over 100+ countries:

- Government & Military Agencies
- All of the Top 10 Defense Contractors

- National Laboratories
- Hospitals and Medical Organizations
- Financial and Insurance Services
- Universities and School Districts
- Small Business and Personal Users

Wipe over network

With a simple web browser, BCWipe Total WipeOut users can now
run any of the software’s DoD wiping schemes to erase hard drives and
SSDs on multiple computers simultaneously over the network. By saving
time, resources, and money, network wiping is the ideal solution for large
enterprises and e-waste centers.

To wipe the slate clean,
BCWipe Total WipeOut features:

- Full Disk Wiping
- Traditional Hard Disk Drives (HDD); Solid State Drives (SSD);
Solid State Hybrid Drives (SSHD)
- Support for TRIM on SSD Drives
- Centralized Wiping New
- Centralized Reporting New
- Browser-Based Interface New
- Support for Media-Based Wiping Policies New
- Operating System Independent
- File System Independent
- Wipe IDE, SATA, SAS, SCSI, PCI-E and Removable Disk Devices
- Wipe NVMe Drives New
- Automatically Unfreeze Drives Before Using ATA Secure Erase New
- High-Performance Wiping
- Wipe Drives in Parallel
- Wipe HPA and DCO Hidden Sectors
- Support for Role-Based Access Control New
- Support for Hotplug
- Support for Several Booting Options (PXE and CD/DVD, USB) New
- LogFile

Flexible licensing options
Customers have the option of buying licenses for a defined number of
wipes or keeping with an unlimited annual licensing option.

Leave no trace behind... Use BCWipe Total WipeOut to securely erase entire hard drives
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