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¢ Jetico BCWipe

The Ultimate Wiping Tool
To Securely Erase Any File ,

> BCWipe " by Jetico uses military-grade procedures to
remove all traces of your deleted files.

Enterprises with the most stringent requirements on Key Benefits
earth rely on BCWipe to protect their highly sensitive
information or mission-critical data. When you are  ° Prevent COStIy data Ieakage

required to remove data and ensure the information  « Remove contaminated files with
cannot be recovered by unauthorized personnel, . ..
surglcal precision

BCWipe is how you do it.
- Comply with security mandates
« Sanitize file systems

BCWipe by Jetico is designed to securely erase files « Maintain computer stability
from any disk or memory media. Standard file deletion . .
« Gain peace of mind

only removes the reference to that file while the
contents remain intact on your hard drive. The file
you intended to erase could easily be restored with
a widely available and inexpensive undelete tool.
BCWipe effectively shreds data beyond recovery.

Don’t Just Delete Data - BCWipe It!

“BCWipe works very well in our
lab and does exactly what it’s

Surgically Clear Any File In Seconds

Classified data spills and malware attacks can happen
to the best of us. If your hard drive contains spilled or
infected data, your first priority must be to sanitize

supposed to do. Beyond using
it myself, | have recommended
BCWipe to our customers for
clearing a disk of contaminated

every last bit of the contamination. Select the files,
right-click and delete with wiping. Instead of just
shredding your entire disk, BCWipe surgically removes
the selected data while the rest of your valuable files
remain safely intact - giving you peace of mind.

files or responding to a data
spillage event.”

- Frank T, Principal Engineer, Data Domain

Transparent Wiping - NEW!

Jetico is introducing a higher level of protecting deleted
information from unauthorized recovery - BCWipe's
Transparent Wiping. When activated, Transparent Wiping
will automatically wipe all contents of any file or folder
that is deleted. So, you no longer need to worry about
securely erasing all traces of every single sensitive file
you've been working on - BCWipe’s Transparent Wiping
will always be there to take care of it!

“With BCWipe’s

Transparent Wiping

running in the background,

I will always be working in

a totally clean environment.”
- Bruce Schneier, Security Expert

Transparent Wiping securely erases the following sensitive

information on the fly:

- All files and folders deleted using normal commands -

- Temporary files created when working with data -
secured with encryption

« Data stored in Recycle Bin when Empty Recycle Bin -
is selected

Temporary files created by Windows and applications
Data stored in Windows Restore Point when the
Restore Point is deleted

Or only specific types of files, folders and applications
by configuring include/exclude lists

Protection made perfect.
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Flexible Wiping Options BCWipe Features

BCWipe is a powerful, industrial strength wiping utilicy — ° Delete with Wiping

which complies with U.S. Department of Defense . Wipe free disk space
(DoD 5220.22-M) standard, U.S. Department of Energy .
(DoE M 205.1-2) standard and a set of other standard ~ ° Wlpe swap file

wiping schemes to shred information in deleted files, Wipe empty directory entries
free disk space, swap file, empty directory entries and .
P P PHy Y « Wipe file slacks

file slacks.
In addition to creating your own wiping scheme, you ’ Swap ﬁle encryptl(?n
can configure the wiping process with the built-in ~ © Hexadecimal file viewer

Wiping Scheme Editor. View and edit the number of | BCWlpe Task Manager
wiping passes and binary patterns used in each pass.

« Transparent Wiping
BCWipe Task Manager equips you with the utmost

flexibility in determining what, when and how to wipe

data, including automatic scheduling. For example, System Requirements

you could configure BCWipe to wipe free space of all

your hard drives at midnight every Friday using the =~ BCWipe is compatible with Windows 7 / Vista / XP /

U.S. DoD 5220.22-M wiping standard. 2008 Server / 2003 Server / 2000 operating systems
and supports the following UNIX systems:

Enforcer - For Systems Management AIX 5.x-6.1, FreeBSD 4.0-7.1, HP-UX 11, Linux 2.0-2.6,
MacOS 10.5, OpenBSD 4.4, Solaris 9-10

BCWipe Enterprise " features Enforcer, which allows IT

administrators to remotely wipe selected data on any

drive in their network, without end-user intervention.  Also available: BCWipe Total WipeOut

To meet growing demands, BCWipe Enterprise is - Destroy all contents of whole hard drives, including
available with the following features and benefits: boot records and operating system files

> Significantly reduced total cost of ownership, ° Wipe several hard drivesin parallel
thanks to faster deployment times, minimized ° Create bootable CD (or USB flash) for multiple uses
maintenance and superior data leak prevention * Runs on any operating system

> Enforce policies with no end-user intervention

> Run as a system service on Windows

> Central administration to remotely install,
configure and manage BCWipe on all stations in
your network

> Compatible with systems management software
(e.g., Microsoft SMS, LANDesk)

Technical Support

The Jetico development team is committed to satisfying
our loyal customers by continuously perfecting our
software. We invite you to suggest any improvements or
additions you would like to see in future versions.

For more information, please contact Jetico Enterprise ~ To reach Jetico Technical Support, please contact us at
Sales at enterprise_sales@jetico.com. support@jetico.com.

About Jetico

Jetico provides military-standard data protection software for sensitive informtaion and
mission-critical data throughout the lifecycle. Approved for use by the U.S. Department of
‘ Defense, Jetico’s BCWipe surgically clears selected data such as in response to classified data
spills, while BCWipe Total WipeOut erases entire hard drives for disposal or decommission.

‘ Jetico’s BestCrypt disguises the data you keep with strong encryption that's easy to use.

Jetico products are used in over 100 countries by government and military agencies, national
laboratories, industrial manufacturers, as well as various other enterprises and a wide global base
of home and small business users. Founded in 1995, Jetico is privately held and headquartered in
the Otaniemi Science Park in Espoo, Finland.

Learn more at www.jetico.com.
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