Jetico Central Manager
Administrator Installation Guide
Protection made perfect.
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G Jetico About Jetico Central Manager

= Included in Enterprise Editions of Jetico software

= Actively control Jetico’s BCWipe and BestCrypt software
throughout your enterprise network with a flexible, unified

administration tool

> Take command of all wiping and encryption functions:

« Remotely Deploy and Install
e Configure and Assign tasks and policies

« Modify existing tasks and policies on a single computer
or on multiple computers simultaneously

« View and Store logs and recovery info in central database
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@ Jetico Basic Overview of Installation Steps

= Download and install Jetico Central Manager (JCM)

executable file:
www.jetico.com/jetmgr2.exe

> |nstall JCM Database and Console

= JCM will automatically download client software
(BCWipe, BestCrypt)
= Add client computers to the database

= Deploy the software on the client computers
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w . JCM Setup:
0 JEtICO Section 1 — Console

2. Jetico Central Manager Setup - v 2.00.30_ =5

Welcome to the Jetico Central Manager
Setup program!

It is strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then dose any programs you
hawve running. Click Next to continue with the Setup program.

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or
| any portion of it, may result in severe dvil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

< Back E Mext = i [ Cancel ]

% Jetico Central nager -
Jetico Central Manager Setup - v 2.00.30 [

Setup has finished installing Jetico Central
Manager on the computer.

To learn more about the software run Jetico Central Manager
Help from program menu.

1 [¥]Run Jetico Central Manager now:

Click Finish button to complete setup.
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Run JCM executable file
and follow setup steps

Once installation of JCM
Console is complete,
check box to ‘Run Jetico
Central Manager now’ to
install Database

Click Finish




¢ Jetico

Wl letico Central Manager Wiza u
negerWiead

JCM Setup:
Section 2.1 — Database

Welcome to Jetico Central Manager
Wizard!

To ztart uzing Jetico Central bManager please mn b steps to
cohfigure the software:

Step 1: gelect folder for ingtallation Jetico Central b anager
D atabasze.

Step 2 enter adminiztrative account valid for computer
where the Database is going to be installed.

Step 3 enter TCP/IP port number for Jetico Central b anager
client/zerver communication,

Step 4: enter pazsword of Supervisor of the software.

Step B zelect and download client software,

Frezs Medt button ko start the configuration.
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> Click Next to start

installing JCM Database




! . JCM Setup:
0 JEtICO Section 2.2 — Database

] sl otrorDerome nsaletion (N 88 . pger server name and

Select Folder for Databaze Inztallation [Step 1 of 5]
Select folder on local or remote computer whereljetin:cl Central Manager D atabaze path Where 'JCM Database
should be installed

ghould be installed.

Pleaze keep in mind the fallowing conzsiderations when pou select folder far the
Dratabase installation:

1. Jetico Central kM anager Service has to support the Databaze. So the program
will inztall the Service on the computer where the folder iz located.

Be zure that inztallation of the Service iz allowed on the computer,

2. Computer with the Database should be powered on during all the time when
Jetico chent workstations maw need b comtast |

Presz Browse buttan to select the folder.
M etvaark: folder should be in form "\ Servert\SharehFalder'

Folder:  ““maria-zerverl3hshared B Clnstal

< Back " Mest > I [ Cancel
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w . JCM Setup:
D JEtICO Section 2.3 — Database

Enter Admimiztrator Credentials [Step 2 of 5)

Enter usermame and paszwiord of adminigtrative account to install Jetico Central
M anager D atabasze.

> Enter Administrator
User name and
Password

if you have domain controller netwaork, enter credentials of domain administrator.
Ctherwise enter usemame and password of administrator of the computer where
Jetico Central Manager Database is going to be installed.

Lser name: bc_group“maria

Examples: Domain®User, Computer'.User, User

F'Elsswnl'd: SRR EE
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JCM Setup

JEtICO Section 2.4 — Database

Define Communication Port [Step 3 of 5]

Enter port number for communication bebween warkstations with Jetico client

zoftware and zerver with Jetico Central M anager databaze.

Defne Commuricaton o S

Jetico Central b anager zoftware uzes TCP/IP protocol for client/server communication.

IMPORTAMT! Flease be sure that TCPAP port number pou enter iz not blocked by

fireweall zoftware inztalled on computers in the corparate netwark,.

Port nurber; s001|

<Back_|
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Mest =

I [ Caricel

> Enter Port number




w . JCM Setup:
0 JEtICO Section 2.5 — Database

Create Supervizor of Databaze [Step 4 of 5)
Enter new paszword of Supervizor for Jetico Central M anager.

Supervisor of Jetico Central Manager software will have a full contral over the
software. Enter password of Supervisor.

F‘asﬂwnrd: FERBRRERN

Eﬂnﬁm‘l passwurd ---------l

Supervizor has all rights to administrate the Database and can delegate the rights
to another person - Administrator of Jetico Central Manager software.

Administrator will also have full rights to manage the Database, but Supervisor can
change ar remove the Administrator account at any time.

© Jetico, Inc. Oy

> Enter and confirm
password




£y . JCM Setup:
0 JEtICO Section 2.6 — Database

Apply configuration settings [Step 5 of 5)

Check. the configuration parameters pou have set and press Mest button to apply
thern,

> Select client software
to be downloaded

- Jetico Central Manager D atabaze will be ingtalled on computer AE 5w/ T332,

- TCPAP paort for Jetico Central b anager clientdserer communication iz 5007

- Full inztallation path: C:\Program FilezJeticoh\BCS erver.

- Ingtall client zoftware; BCwipe [zecure deleting data)

BestCropt [support of encrypted container files)

[]iBestCrypt Yolume Encryption [encrypting disk, volumes}

Apply status: Ready ta apply the settings.

Preszz Mest button to apply the zettings.
Prezz Back button to corect the zettings.

< Back ]l Mest » I [ Cancel
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! . JCM Setup:
0 JEtICO Section 2.7 — Database

%] Update Jetico Central Manager == -
Ll = Click Run update to
% Last check for update:  <Undefinad: dOWnload Cllent
Software Madule Type  Currert  Awalble  Update SOftware
Jetco Ceniral Manager jetmgr? Server 20035 20035 Mot required -
BCWipe bewipeSe.. Client - 5004b Requied > Wait for JCM to
BestCrypt bompta Chent - 8.20... Requied Complete download
Shatus: Downloading file "bowipehenterpnse. exe™.
FPromess "
104 of 43371 KBytes
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G Jetico

JCM Console:
Adding Computers or Groups

B R TR

| Computers  Users  Group  Software  Dstabase  Administrating  Reports and Logs Wiew  Help

| Computern | Lsars |

| BCWee | BestCiype | BestCiyst Viohume Encrypiion | Deployenent |

48 Selected Growp: | Defaull Group Wrkplace
.__"AEEI;H;LI‘I:HW Defa;&lﬁmup Iezms i the group may have different deployment sellings for BCWipe.
Mew Computer Group o <Moo Brzat enor
@ Irhent Task Set from the computars Group
Azsion nocial Task Sef ta he Compuber
bssioned Task Set: [<Tash Set iz not assigred: Besign Help
Task 5ot Hame Comments
Fropetizs of selecicd e
Frapeily Dizta [
Ty Compuber Group
H ame Oelauli Graup
ephavenk i m—p | )
Sofiware:
Pz butione Crizsate, Edk or Delete o manage th bt of iy E
BCwipes Task Selz shove [ Creals | Edi Defete
BLWipe Leg
[ Ll " L Do not show =| [ |Skce dabe !I': lakakeiks 2!
Bdd Computer to Default Group.
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= Right-click to add
Computers or Groups
from the network




fj_letico Remote Deployment of Client Software

4 Deployment Methods:
= Log-On Script
= Push
> Emall
= Qutside/Manual
(third-party tools, such as Microsoft SCCM or LANDesk)




ﬁ‘JEtiCO JCM: Pre-Deployment Steps

“ ’
=

Specily the accounts bo uge duing deployment of client software on remote
computarz with 'Logon Serpt’ or 'Push’ deplopment methods

Jetico Central Manager will try the accounts in order urdil it firds account with
adrinistrative nghts on the destination compiter,

Installation accounts

Bccounts Cirder Mumber
2] be_grouphser 1
3
@ bc_grouphpay 4

© Jetico, Inc. Oy

= Configure deployment
settings

> Check network settings of
user workstations in the
enterprise network




) . JCM Console:
JEtICO Deployment Tab

! Computers  Userss Group  Saoftware Database  Administrating  Peports and Logs  ¥iew  Help

vl B eI =?

| Compusers | Lo | | EWie | BeatCont. | BeatChgt Vokume Encapeon | Deployment |
-~ B Diefauk Group Sl chackbowas inthe b below o deolop sollwas on chanl compders, Clea The [ | | R ]
ll_, Campiters fram raom 320 checkbooes lo remaue tie sollwiare fiom clieni compuiers: b o LS| He
JUL=R .
MaFLEE Giroun Compatal ECWips  BeaiCivot  BestCoptVolume Enciation Daplossent Mathod
Py 7 I Cormpuners from raar 320 El i
SERGSF [ JuLsr E < K £mal
Pk R % HaRIE=F  [F] B E DursidedManual
= h Compeitess o mom 318 [ P 27 |
= [¥] SERG=F i i OurcidedManua
Deployment states =  [F|SERwT i ] ¥ Pugh
[ 11l | P
Legend — e Srales of softere; 1] not deloverd: - assonad o depdoymant: ] - quaied for deplosmernt;
ge |- daploped, - gz o uninslzlalion, =] - queved lorunrlalation.
Fress Spply bubbon bo save and spaly Ihe changes i lbe deplowmeal s=linge. Fress ] | | ]
Cance button to undo the changes that are nos 2pplisd pet = EF‘? J Lurm -
— [Deplopmen: Log
Share o allitems =| [lSncedate [iondan fioud 15 2070
=3 Date Tim= Campirter Liser Acton in
Fropertes of selzcted bam - -
; | ED 12082010 162523 SERGKP B _GROUMs=r BestDrypt' dier softwane irsiafabicn.
Froperty Data 2z | El 1208-2010 162602 <Corscle> <HCAdmens Instal ar unrstal sethngs for SERGEF has be=n
Type: Comaubes | E2 12082010  1E626:20  SERGHP BC_GROUPssr  Uninstalation BestCrypt’ clend softwane from the o
Hame: SEEWT B2 12082010 162647  <Corapkss B Admor > Instal ar urretal settings for "SERGNF has besn
oe Windaws T E B4 12082010 182713 SERGHP BC_GROUFaer Bestlnpt cient aoftware mstaliation
Commants: ES 13083010 054533  SERWT BC_GROUPasr etico Deployment Agent atempis 1o ieceive pam_
Deplowreal; Push & 130802010 132041 SERWT BC_GROUFser  Jelice Deploymen Agent attempta to receive parl
Softears; BECWipe 57 13082010 1331:38  SERGHP BC_GROUFsar  Aun iretalation of Jatizs Deployment Apent
Baslupt | B2 13052010 133423 SERGHP BC_GROUPgar Runimatalation of Jatico Deployment Ager.
BeetCrpet Vel Encryl ™ | o] 13082010 133%25  SERGHP BC_GROUPesr  Jelico Deploymeant Agant attemots 10 receive para =
¥ m | » L I | "

Ready
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W ' JCM Console:
('J JEtICO BCWipe Tab

1 - Groups of

Computers  Users  Group  Software Database Administrating Reports and Logs  View  Help

O EEHA@®IT m|? computers on
Computers BCWipe | BestCiypt | BestCrypt Volume Encryption | Deployment the network

B Defaul Group Selected Computer: |MAH|A\;|5TA workplace

zalez department . )
SERWT Deployment: BCWipe iz deployed on the client computer,

Status: ‘wipe free space: Task - START.. [code 0] Date: 253-17-2010 16:35:06.
JULVM-4PE4 Latter ermar: <Moo emarss Feset e

ccount department

= 2 - Displays
properties extracted
from selected
computer or Group

@) Inhenit Task Set from the computer's Group

() Azsign individual Task Set ta the Computer
Assigned Task Set: [W'ipe Free Space Assign

Task Set Mame

YIRTUALXP

Comments

Internet History, Local History
‘wipe Free Space

erase all previousy deleted files

= 3 - Interface to
assign Task Set to

Press buttons Create, Edit or Delete to manage the list of BCWipe Task Setr above. Tt ] [ Edit ] l Delete ]

—— BCwipe Log
Praoperties of zelactad it Shiows fior all items v] [E Since date: Monday, Movember 23, 2070 Se I e Cte d CO m p u te r
Property Data i
Type: Computer # Dae Time Computer User Action Resut O r G ro u p
M ame: MARIEISTA & 2512010 16:33:26  <Console: <BCAdmin= Task Set "Wipe Free Space” has been modffied. Success
0s: Windows Yista /| = T 2%11-2010 163346 MARIAVISTA  BC_GROUP'MARIAVISTAS  Task set "Wipe Free Space” successfully initialize...  Success
Comments:  MARIAVISTA & 2511-2010 163346 MARIAVISTA  BC_GROUP'MARIAVISTAS  Wipe free space: Modfied Success [ - I f k S
Ceployment: Push S 2312010 16:35:06  MARIAVISTA  BC_GROUPSMARIAVISTAS  Wipe free space: Task - START Success |= > 4 P O O 0 T a'S e ts
Software: BCwWipe B 10 25112010 16:368:31  VIRTUALXP BC_GROUPYWIRTUALXPS Task set "Wipe Free Space” successfully inttialize...  Success
BestCrypt 1 25112010 16:36:31  VIRTUALXP BC_GROUPYWIRTUALXPS Wipe free space: Assigned Success 5 L -
i 12 2511-2010  16:37:33  <Console> <BCAdmin Task Set "Wipe Free Space” for aroup "account .. Success 7 > - g d I f
< [ 3 1| n | 3 O etal S Or

this client software
(BCWipe)

Ready
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JCM Console:

BestCrypt Container Encryption Tab

Computers  Users Group Software Database Administrating  Reportsand Logs View  Help

BE Q@

2
8

B T . et

Jetico Central Manager Cansole - Supervisor mod
—

| BCWipe | BestCrypt | BestCrypt Volume Encryption I Deployment

By Default Group

ount department
; MARIAWISTA
-l VIRTUALRP

Properties of selected ite

Property Data

Selected Group:

Status:

|account department

Itemz in the group may have different deployment settings for BestCropt,

(7 Shaw containers of selected user/computer/group

@ Show all containers

workplace

Computer Path Algarithm

MARIAWISTA Chdocswork be BLOWFISH-448  KG-Ghast
WIRTUAL<P  Chocontainershljbe  AES [Rindaell  KG-Ghost

Key Generator - Access date

2Mo11-2317:.01:30  BC_GROUPmaria
2M011-2316:4218  VIRTUAL<P\Administrator - Set

Metwork, pazaword

Mot set

Prezs Paszword button to add pagzsword for selected container. Pregs Remowe button to remove the container from

databage.

—— BestCypt Log

[Eassword ] [ Bemaove ]

Type: Computer Gr¥fip

Mame: aecaunt department Shaw Far all items v] [O Since dater [Monday, Movember 29, 2070

Deployment:

S oftware:

aare # Date Time Computer User Action Result -
1 26-11-2010 12:23:43  MARIAVISTA BC_GROUP'mara Information about cortainer "C:\sers‘\maria BC_GROUP\Deskt... Succesﬂ
2 29112010 164818 VIRTUALKP  VIRTUALXPMAd.. Information about container "C:\containers’ 1 jbc" from computer...  Succes
3 29112010 17:01:30  MARIAVISTA  BC_GROUP‘mara Information about cortainer "C:\docs'work jbc" from computer ... Succes «

1] I b 4| T b

Ready
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1 - Groups of
computers on
the network

2 - Displays
properties extracted
from selected
computer or Group

3 - List of encrypted
containers on
selected computer
or Group

4 - Log details for
this client software
(BestCrypt)




0 Jetico

Computers  Users

fuml]

O

Group  Software  Database

b |8 I m|?

QL@

Administrating

JCM Console:

BestCrypt Volume Encryption Tab

Beports and Logs  View Help

Computers | Users

| BCWipe I BestCrypt | BestCrypt Volume Encryption | Deployment

25y Default Group
zalez department
accaunt department
MARIEVISTA

Properties of selected item:

Property Diata

Tupe: Computer

Harne; VIRTUALSP

as: Windows <P

Comments:

Deplopment;  Push

Software: BOWipe
BestCropt

-

m

BestCrypt Walum ™

3

Status:

Selected Computer: [VIHTU."—‘«MP

BestCrpt Yolume Encrption iz deployed on the client computer.

Dizk, volumes on the computer:

Wiorkplace

Disk wolume
L8]

i1

MTFS [E:)

Status Capacity Systenn or Boat
Wat Encrypted 799GR Systenn and Boat
Wat Encrypted 4855 MB

Encrpted 300 GE

—— BestCrupt Yolume Encrption Log

Prezz Rescue File button to prepare rescue file or rescue bootable disk, Press Refresh button to
refresh information about disk, volumes.

HescueEiIel | Befresh |

Shaw for all items

vl [E1 Since date: [Monday, Movember 29, 20110

#  Date

10 29-11-2010
11 29%11-2010
12 29-11-2010

Time: Computer User Action
17:23:35  VIRTUALXP  VIRTUALXP‘\Administrator
17:29:35  VIRTUALXP  VIRTUALXP'\Administrator
17:29:40  VIRTUALXP  VIRTUALXP'\Administrator

T |

-

Rescue file for computer VIRTUALXP" updated.
Information about volume "NTFS (E:) updated. |:|
Rescue file for computer VIRTUALXP" updated.

© Jetico, Inc. Oy

>

1 - Groups of
computers on
the network

2 - Displays
properties extracted
from selected
computer or Group

3 - Information
about disks on
selected computer

4 - Log details for
this client software
(BestCrypt Volume
Encryption)




G Jetico  Uninstalling JCM

-
+!| Uninstall Jetico Central Manager Database u

Uninstallation of Jetico Central
Manager Database

Statuz:  Ready for uninztallation. -

To uninztall the Database Service zelect computer where it iz
running and prezs Uningtall buttan,

Server Mame Dezcription Part
BB AESWTAIZ 5001
B8 MaRIASERVERDS 5001
BB SERWT 5001

Urinztall

Click Contiriue to uninztall Jetico Central Manager Conzole,
Click Finigh to exit without uninztallation of the Conzole,

Finizh ] I Continue I

© Jetico, Inc. Oy

Select database and
click Uninstall

To remove JCM Console,
click Continue




G Jetico Jetico Technical Support

= For most effective service, please contact Jetico
Technical Support through our online contact form:

www.jetico.com/support-contact-jetico-technical-support

= You may also contact Jetico Technical Support via
emall at: tech support@jetico.com
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 Jetico

For more information

Phone (Europe): +358.92.517.3030
Phone (U.S.): 1.202.742.2901

enterprise_sales@jetico.com
WWW.jetico.com
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Protection made perfect.
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