Data Protection Pure & Simple

Jetico Central Manager
Administrator Installation Guide
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0 Jetico About Jetico Central Manager

> Included in Enterprise Editions of Jetico software

> Actively control Jetico's BCWipeand BestCrypt software
throughout your enterprise network with a flexible, unified

administration tool

> Take command of all wiping and encryption functions:

* Remotely Deploy and Install
» Configure and Assign tasks and policies

* Modify existing tasks and policies on a single computer
or on multiple computers simultaneously

* View and Store logs and recovery info in central database
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ﬁ'JEtiCO Basic Overview of Installation Steps

> Download and install Jetico Central Manager (JCM)
executable file:
http://www.jetico.com/jetmgr2_5.exe

> |nstall JCMDatabase and Console

> JCMwill automatically download client software
(BCWipe, BestCrypt)

> Add client computers to the database
> Deploy the software on the client computers
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£ . JCM Setup:
OJEtICO Section 1 — Console

Welcome to the Jetico Central Manager
Setup program!

> Run JCMexecutable file
and follow setup steps

> Once installation of JCM
.. Console is complete,
T et v ey o check box to ‘Run Jetico
o SR Central Manager now' to
- i install Database

o ] s > ClickFinish

Itis strongly recommended that you exit all Windows programs
| before running this Setup program.

| Click Cancel to quit Setup and then dose any programs you
have running. Click Next to continue with the Setup program.

Setup has finished installing Jetico Central
Manager on the computer.

I To learn more about the software run Jetico Central Manager
| _ Help from program menu.
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0 . JCM Setup:
0 JEtICO Section 2.1 — Database

(] stico Central Manag

=Sl -~ ClickNext to start

| L] L]
Welcome to Jetico Central Manager installing JCMDatabase
Wizard!

To start uzing Jetico Central Manager pleaze run 5 steps to
configure the software;

Chep 1: zelect folder for installation Jetico Central M anager
Database.

Step 2: enter administrative accaunt walid for computer
where the Databasze iz going to be installed.

Step 3: enter TCPAP port number for Jetico Central Manager
client/server communication,

Step 4: enter passward of Supervizar of the sofbware.

Step B zelect and download client software.

Press Mest button to start the configuration.

i ¢ Back il Memt > I[ Cancel
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£ . JCM Setup:
U JEtICO Section 2.2 — Database

> Enter server name and
path where JCM Database
should be installed

Select Folder for Database Installation [Step 1 of 5]

Select folder on lozal or remate computer where Jetico Central kManager D atabase
should be installed.

Fleaze keep in mind the following conziderations when vou zelect folder for the
Databaze installation:

1. Jetico Central Manager Service has to suppart the Database. 5o the program
will ingtall the Service on the computer where the folder iz located.

Be sure that installation of the Service is allowed an the Computer.

2. Computer with the Databaze should be powered on during all the tirme when
Jetico client work ztations mau needdo contact

Preszz Browsze button ta select the folder.
M etwork, folder zhould be in form '™ \SereersS harehFolder’ .

Eolder:  “\maria-gerverl3hshared\BClnstal

< Back ]I Meut » ][ LCancel
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' ' JCM Setup:
l'J JEtICO Section 2.3 — Database

e

> Enter Administrator
User name and
Password

Enter Administrator Credentials [Step 2 of 5]

Enter usemame and paszword of administrative account to install Jetico Central
tanager D atabaze.

if you have domain controller network:, enter credentials of domain administrator.
Ctherwise enter usemame and passward of administrator of the computer whers
Jetico Central Manager Diatabase is going to be installed.

User name: bc_groupmaria

Bxamples: DomaintUser, ComputerUser, User

Fﬂss'ﬂ'ﬂrd: EREFBBERED

Help <Back || Med> | [ Cancel
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nY ' JCM Setup:
l'J JEtICO Section 2.4 — Database

Define Communication Port [Step 3 of 5]

Enter port number for communication between wark stations with Jetico client
zoftware and zerver with Jetico Central M anager database.

> Enter Port number

Jetico Central Manager software uses TCPAP protocol for client/server communication.

IMPORTAMNT! Pleaze be sure that TCRAAP port number pou-enter iz not blocked by
firewall zaftware installed on computers in the corparate nebwork.

Fart humber; | 5om|

¢ Back “ Mext> | [ LCancel
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' ' JCM Setup:
l'J JEtICO Section 2.5 — Database

] Create Supervisor of D

[

> Enter and confirm
password

Create Supervisor of Database [Step 4 of 5]
Enter new pazzword of Supervizor for Jetico Central Manager.

Supenvisor of Jetico Central Manaager software wil have a full control overthe
software. Enter password of Supervisor,

Passwurd: LI LR R L] ]

Confirm password: ---------l

Supervisor has all ights to administrate the Database and can delegate the rights
to another person - Administrator of Jetico Central Manager software.

Administrator will also hawve full rights to manage the Database, but Supervisor can
change or remove the Administrator account &t any time.

<Back [ Ned> | [ Cance
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£ . JCM Setup:
D JEtICO Section 2.6 — Database

> Selectclient software
to be downloaded

Apply configuration settings [Step B of 5]

Check the configuration parameters you have et and press Mesxt button to apply
ther.

- Jetico Central Manager Databaze will be installed on computer AE W32
- TCPAIP port for Jetico Central Manager client/zerver communication is 50071,

- Full installation path; :5\Program FilesseticotBCS erver.

- Inztall clhent software: BCwipe [secure deleting data)

BestCrypt [support of encrupted container filez)

[Tl:BestCypt Walume Encroption [encrpting disk valumes}

Apply status: Ready to apply the zettings.

Fress Mest button to apply the zettings.
Prezs Back button to comect the zettings.

< Back “ et - I [ Lancel

© Jetico Inc. Oy



£ - JCM Setup:
l'J JEtICO Section 2.7 — Database

[ Update Jetico Central Manage | > ClickRun update to
@ Last check for pdate:  <Undefined> download client
Software Module Tvpe  Curerd  Availble Update SOftwa re
Jetico Cendral Manager Etmgre Server 20035 20035 Mot required .
ECwWipe bewipeSe,,  Chent - E004b  Requied > Wa It for J C M tO
BestCiypt boypl?  Chnt - B20. Reauied complete download

Status: Downboading file "bowipebenterprise. exe™.

Flogess, g

104 of 4391 KBytes

| Bunupdate | Cancel
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£ . JCM Console:
D JEtICO Adding Computers or Groups

| > Right-clickto add

SIEUedIR m|?

Computers: ||WPEI3@GW@DWEWM°N|EEWVM&WM‘Daplmem CompUterS Or Groups
| [ Hep from the network

Add Computers to "Servers” low to deploy software on client computers. Clear the checkbaxes to remove the software from

_ Clignt Sofhware

Add Single Computer to "Servers”

Rename Group uter BCwipe  BestCrypt Container Enciyption  BestCrpt Yolume Encryption  Deplayment fethod Error code
Delete Group -
s— R El i [
[F] JULVM B ) i) Outzide/t anual = Noemor
[&] JULYR B =) ] i) Push = Moerar |
[#] JuLwMwE32 [® ] Outzide/t anual = Noemor |
[F] JULYM =P ] ] 15} OutsideMarual = Mo emor
Jubw? I [
|
|
Selected computer. |
Property Data De ‘
Type: Computer Group l s ¥
Mame: Servers
Deployment; Legend:  [7]- not deployed assigned for deployment  [F] - queued for deployment
Software: |¥7] - deploved - azzighed far uningtallation - queued for uninztallation
Click Apply to save and apply the changes in the deployment settings. Click Cancel to undo the changes not applied yet. Spply o Farcal
—— Dieployment Log
Ready
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ﬁ'_]etico Remote Deployment of Client Software

2 Deployment Methods:

> Push
(domain network)

> Qutside/Manual
(third-party tools, such as Microsoft SCCMor LANDesk)
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¢ Jetico JCM: Pre-Deployment Steps

> On the computer where Jetico Central Manager
Database is installed - open TCP/IP firewall port
(default port number is 5001). For Windows Firewall, it
will be opened automatically by the program.

> For Push deployment method, install Microsoft Remote
System Administration Tools (RSAT) on the Console
computer.

> For Outside/Manual deployment method, create Client
Software Deployment program.




¢i Jetico Outside/Manual Deployment

ﬂ Jetico Central Manager Console - Supervisor mode

Computers  Group  Software Database Administrating  Reportsand Logs  View  Help

BuEEe®|I Y w|?

i
Computers BCWipe I BestCrypt Cantainer Encryption | BestCrypt Volume Encryption | Deployment L
New Group 0 gliﬂcth;cnljsuugz in the ist below to deploy software on client computers. Clear the checkboxes to remove the software from Client Saftrvare
i
Group Computer BCwipe  BestC = |
f Servers =] |
[F1JULYM-ERI i
Choose Deployment method and dient software to deploy.
7] UL MwE] G e e I
[¥] JULYM-AWE1T Make a copy of the Deployment Program and run it on remate |
[¥7] JULYMAwEIZ ¥ computers manually or in automated way to get all the dient software I
installed. I
JULYMHP El L i
JULWw? W] Deployment method i
@ Manual i
Run Deployment Program on remote computers manually I
() Outside i
Utilize third-party software to automate running the l
Deployment Program on dient computers I
I
I
Client software to deploy |
BCWipe i
I
BestCrypt Container Encryption I
BestCrypt Volume Encryption
i
Selected computer. Deployment Program: :
i Froperty Data De! jd@julright@05001 @m@swhby.exe |
Type: Computer Graup 5| ‘
Name: Servers |
Dieployment: Legend: - not deploved [ - assigned for deplowment I
Software: |¥7] - deployed [=]- assigned for uninstallation 1
Click Apply to save and apply the changes in the deployment settings. Click Cancel to undo the changes not applied pet. Brply \ [ cancel i
—— Deployment Log
Al 1] | 2 Since date: [iednesday, Ju T
|Ready
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£ . JCM Console:
U JEtICO Deployment Tab

Computers Group Software Database Administrating Reportsand Logs  View Help
BL/EEQ@®ITY m|?

Computers: | BCWipe | BestCrypt Container Encryption I BestCrypt Volume Encryption | Lenloypment

Set checkboxes in thie list below to deploy software on chent computers. Clear the checkboxes to
remave the software from clisnt computers,

Client Software ] [ Help

- NAILWwS
- SERVER2003464
= TEMUEF Group Computer BCwipe BestCrppt Container Encryption  BestCrppt Yalume Encryption  Deployment Method. ..

e
tarketing Dievelopment |
NAILWE
Pas bW ER G4
SERVERZ2008xE4

Deployment 7] TPMUEFI

o

states g

S El g TRV Pl ]

Push
Puzh
Push
Dutside/Manual

& @ @ & |
= E @ F]

il i

Legend: - hiot deployed - assigned for deployment  [F] - queued for deployment
p—] [¥7] - deployed [=]- assigned for uninstallation - queued far uninstallation

il

Click Apply to save and apply the changes in the deployment settings. Click Cancel to undo the changes
Selected computer; niot applied yet.

Froperty Data — Deployment Log

Tope: Computer Group Show far al items v" [T Sings date: [28 anpean 2015+,
Mame: Development
Deployment:

Software:

Date Time Computer User Action

2804-2015 185141  SERVDUALZ BC_GROU..  Uninstallation ‘BestCrypt Volume Encryption’ cliert software from the comp
2804-2015 18:01:33  <Console> <BCAdminz Push installation for computer "PAYVYIMWEXEL: Windows Domain succes:
2804-2015 18:01:34  <Consolex <BCAdmin: Push installation for computer "NAILWS": Windows Domain successfully ci—
28-04-2015 18:01:34  <Console= <BCAdmin>  Push installation for computer ‘SERVER2008X%64": Windows Domain succ :l

B | 3
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w - JCM Console:
o Jetico BCWipe Tab

“: Qomputers'ﬁrup llor ase minEstraiing ;Rlelporis and Logs Irew ﬁelip o > 1 = Groups Of
B/ EE eI =|? | computers on

Computers: BCWipe | BestCrypt Container Encryption | BestCrypt Volume Encryption | Deployment | th t k
Development ; : - e n e WO r
S0 PEMWERED [ Selected Group:  Marketing S

Deployment; [tems in the group may have different deployment zettings for BCWipe.
Status: >

Lastemor <Moo ermorsk | Be: | 2 - DISPIayS
@) |nherit Task Set from the computer's Group p ro pe rt I es eXt ra Cte d

Azsign individual T ask Set o the Computer

Assigned Task Set: IrD_efauIt Task Set fro m Se I ected
Task SetNa Commets Computer Or Grou p

Blefault Tash Set ce e dive, Wipe nternet Hiskar

> 3 - Interfaceto
[] Block BCwipe for local user aSSign TaSk Set to

; Click Create, Edit or Delete to manage the list of BCwWipe Task Sets above: Eraat ] [ Edit ] [ Delete ]
Selected computer: Lreale L U I t d p t
Property [ata —— BCWipe Log Se eC e CO m u e r
Type: Computer Graup Shaw for all tems v] [7] Since date: 22 20151 Ti } O r’ G ro u p

M arne: Marketing
D eployrent:
Software: Date Time Computer User Action

28-04-2015 1716:51  SER7DUALZ BC_GROUPMWSERTDUAL2S  Initialization complete > 4 = POOI Of TaS k Sets
28-04-2015 171725  SER7DUALZ  BC_GROUPASER7DUALZZ  There are undelivered status messages.
28-04-201% 181715 <Conscle> <BCAdmin= Mame or Comments of Task Set "Ser BCWipe Task Sei"|_|

28-04-2015 181808  <Conscle> :BCAdm'rm! Task Set "Default Task Set” for group "Marketing” hait: > 5 - Log detalls for
this client software
(BCWipe)
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£ . JCM Console:
D JEtICO BestCrypt Container Encryption Tab

> 1 - Groups of
B EHe®ITw|? computers on

Computers: | BCWipe | BestCrypt Container Encryption | BestCrypt Volume Encryption | Deployment |

m x,_,,_. Sl Selected Computsr: IV S A th en etWO rk

7
0

Status: BestCrypt is deployed on the client computer

(@ Show containers of selected computer or group > 2 - D i S p | ayS

(1 Show all containers

Computer  Path Algarithrn Key Generator - Access date  Accessed user  Mebwork pagsword p ro pe rti eS eXt ra Cted

JULYM-.. C.. KGGhost  2015070. JULYMWIO. Get
JULYM-. Co. BLOW.. KGGhost — 2015070. JULYMAWIOL Get

JULWM-. Coo Tiple. KGGhost — 2015070. JULVMAWIOL  Set fr0| Nn Selected
JULVM-. Co. BLOW.. SHA25G 015070, JULVMWID., Set

JULVM-.. Ce.

AES [ KG-Ghost 2015070 JULVM-wWI0..  Set Com puter Or Grou p

Click Pasgword to add password for selected container. Click Remove to remaove the container from databass, @J @ > 3 - L i St Of e n C ry pte d
—— BestCrupt Container Encryption Log .
containers on

Show for all items - | [ Since date:
. G i i selected computer
Selected computer: e " Z =
2 247-2015 23:15:51 JULVMAWTD JULYMAW DY) Dismount cantainer, Path: |
Propetty  Data - 13 0217:2015 23:.16:09 JULVM-WD JULVMAW 1Dl Maurt container. Path: 'C:\
Wame: ALY ot ferain g1l JULVM-W10 JULVMAA10Yul Dismount container. Path: *.. O r ro u p
Dioraire WORKGROUP 35 02-07-2015% 23:19:00 JULVM-WI0 JULYM-WT0Nul Information about container..
e s *® 024072015 23:19:00 JULVMWTD JULVMAWT0Yul Mourt container. Path: C:\...
R E 7 02472015 23:19:35 JULVMWTD JULVMAW DYl Dismount container. Path: *.. .
Dplaimert OikGaRAERA 8 0307-2015 12:19:47 <Console> <BCAdminz Added network password .. > 4 - L O g d et a | | S fo r
Sotware: BCWipe kL) 02:07-2015 23:21:04 JULVMWD JULVMAW D'l Mourt container. Path: C:\..|
BestCrupt Contain— 40 03072005 122117 <Console> <BCAdmin:= Added network passwordf...| = " .
BestCrypt Yohme £ 02072015 232132 JULVMAWAD JULVMANDN! Dismount container. Path: .. th IS Cl e nt SOftwa re
o] ¢ ] 1 ] b

- (BestCrypt)
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U Jetico

1] setico Central Man

Computers Group Software Database Administrating Beportsand Legs  View Help

BEEe®@IT @

JCM Console:

=00

| it

2
s |

Camputers: | ECWipe | BestCrypt Container Encryption | BestCrypt Volume Encryption |Deplowenl| |
-0 Development - ;
: 10 MAJLWwWE — Selected Computer: ESEH?DUAQ workplace I [ Help ]
| PAB"l Status: BestCrpt Wolume E ncryption iz deploved on the client camputer.
Wl SER7DLUALZ No problems detected. Date: 27-04-2015 17:37.47
. m?_‘; SERVER 200864 i} )
&M Marketing (2 Inheit Group settings: Manage encryption lacally
----- U AESW T2 8 - 5 : 7 : ; :
=3 = @ AT :
..... ©| REBORN-PC @ Use Individual settings:  [Encrvpt fized disks i ]
----- | SECUREBOOT Bemavable Disks Policy:  Uses Individual settings: password pratection €  1ead-only

----- 0 SERVER-TRM
----- Bl SERVERDS
=10 Sales

1) BLACK, L
DRAGONSLAIR
JOMCLIENT

LEXPC
M LExwT
B0 LISVMwWT

1]

Selected computer:

Froperty Data

I ame: SERTDLALZ
Dormair:

0s5: Windows 7 L
Caomments: 1

Deployment:  OutsidesManual
Software: BCWipe
BestCrpt Comtain
BestCrypt Volume

el 3

access to not pratected disks not allowed. TE BT AR

Dizk wolumes on the computer:

Dizgk volurme Status Capacity Syztem or Boot
BC_COMTAINER [E:] Mot Encrypted 201.0 B
32 [F:) Mot Encrypted 15.00 GB Boot
#B4 [C:] Mot Encrypted 1439 GB
Click Rescue to prepare rescue file or rescue bootable disk. Click Refresh ta refresh infarmation Bssaiie ] I Fefresh

about disk volumes.

—— BestCrypt Yolume Encryption Log

Show for all items "J [ Ginge date; |20
H# Diate Time: Computer User Action -
589 27042015 10:52:221  SERTDUALZ  BC_GRCOUPNSERTDUALZES  Irformation about volume %32 (F) added.
600 2804-2015 09:28:56  «Console: <BCAdminz Computer "SER7DUALZ" starts using individual
601 28-04-2015 094700 <Consolex zBCAdmin= Option "Encrypt fixed disks” set for computer "S5
602 28042015 0947:08 <Console: <BCAdmin> Computer "SERTDUALZ" got new palicy for reml |
4 1 | 3
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BestCrypt Volume Encryption Tab

1 - Groups of
computers on
the network

2 - Displays properties
extracted from
selected computer or
Group

3 - Distribution of the
encryption policy

4 - Information
about disks on
selected computer

5 - Log details for this
client software
(BestCrypt Volume
Encryption)




G Jetico  Uninstalling JCM

= | > Select database and

Uninstallation of Jetico Central CI | Ck U ni nsta 1

M D ba
anager Database > To remove JCMConsole,
clickContinue

Statuz;  Ready for uninstallation, - ™

Touninztall the [ atabaze Service select computer wherns it iz
running and press Uninztall button.

Semer Mame Description Part
BB AFSwTa2 5001
Bk MARIASERVERDS 5001
Bl SERWT 5001

Click, Contirise to uninztall Jetico Central bManager Conzole.
Chck. Firizh bo gt without uninstallation of the Consale,

Finizh ] I Continue I
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@ Jetico  Jetico Technical Support

> For most effective service, please contact Jetico
Technical Support through our online contact form:

www.jetico.com/support-contact-jetico-technical-support

> You may also contact Jetico Technical Support via
email at: tech support@jetico.com

© Jetico Inc. Oy h




+ Jetico

For more information

Phone (EU): +358 50 339 6388
Phone (U.S.): 1 202 742 2901

enterprise_sales@)jetico.com
www.jetico.com
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