Introduction

Deployment, updating and control of client software can be a time consuming and expensive
task for companies and organizations because of the number of workstations involved. Jetico
Central Manager — included as a feature in Enterprise Editions of Jetico software — has been
developed to enable a single person (Administrator) from a central administration computer to
control all functions including the initial installation of the Administration Database on a Server
and Jetico client software on any number of remote workstations.

Jetico client software provides a wide range of data protection solutions on remote
workstations — store selected files and folders in encrypted containers, encrypt whole disk
partitions and dynamic disk volumes, wipe selected files and folders manually or automatically.

Proper use of any security software requires maintaining a specified common policy for an entire
company. An IT Admin is able to use Jetico Central Manager to create special security tasks in
a central database and automatically distribute them to remote computers. To further ensure
safe usage of the client software, Jetico Central Manager gathers rescue information from
remote computers. An Administrator could then use the rescue information in case of
emergency, such as when users forget their passwords.

Beyond simply distributing tasks to remote computers and gathering information, Jetico Central
Manager also allows an IT Admin to monitor user activity when they are running the client
software. Log messages sent to the Jetico Central Manager Database report configuration
changes as well as other security related events. The Administrator can also create reports in
HTML format about the current state of the software on client computers.

Jetico Central Manager is a flexible and convenient tool for controlling client software on remote
computers. Centrally managing a network of workstations immediately results in greater
reliability and security — far superior to allowing a large organization of computers to
independently run data protection software on their own.



Main functions

Jetico Central Manager provides an IT Admin with a wide range of functions to control client
software on remote computers. Such functions include deploying and updating client software,
remotely distributing security configuration data and gathering rescue and log information from
client computers.

Jetico Central Manager can manage the following software on client computers:
n BCWipe: permanently delete selected data files on active workstations, including wipe

free space

n BestCrypt: store selected files or folders in encrypted containers with access to data
through virtual drives

n BestCrypt Volume Encryption: encrypt all data stored on whole Windows partitions or
volumes

In addition to remotely deploying and automatically updating software on client computers,
Jetico Central Manager allows an administrator to do the following:

n Configure BCWipe on client computers to run wiping tasks according to a set schedule

n Gather information about encrypted containers created on remote computers;
Administrator can use the information for recovering data inside the containers in case of
emergency

n Store rescue information about encrypted partitions/volumes from client computers;
Administrator can use the information for recovery decryption of partitions on client
computers

Jetico Central Manager provides administrator with the means to monitor the correct use of
Jetico software on client computers:

n All client software can send log information to a central database about events on client
computers, such as when BCWipe successfully receives updated configuration from the
server

n Administrator can monitor the status of client software, such as which disk partitions are
encrypted and which are not

n Administrator can create reports in HTML format with information about current security
status of client computers
Jetico Central Manager enables an administrator to automate his/her own work:

n Administrator can set a schedule for automatic update of client software;

n Administrator can set a schedule for automatic backups of the Jetico Central Manager
Database

Jetico Central Manager handles security issues when sensitive information from client computers
is gathered in a central database:

n All network traffic between client computers and a server is encrypted with a unique
session key and public/private key technology

n Sensitive information in the Jetico Central Manager Database is encrypted

n Jetico Central Manager implements two-level database administration: Supervisor can run
all control functions and can delegate rights to Administrator; Supervisor can change
Administrator credentials or remove Administrator account at any time

Jetico Central Manager provides Administrator (or Supervisor) with a unified interface to run all
control functions. The user interface is designed to be intuitively clear to make all
administrative work as effective as possible.



Jetico Central Manager Prerequisites

Jetico Central Manager requires the following minimum computer configuration:
n Operating system:

n Windows 7 (32-bit and 64-bit versions);

n Windows Vista (32-bit and 64-bit versions);

n Windows Server 2008 (32-bit and 64-bit versions);
n Windows XP (32-bit and 64-bit versions);

n Windows Server 2003 (32-bit and 64-bit versions);
n Windows 2000;

n Windows 2000 Server;

n 20 MB disk space for installation process

Jetico Central Manager software does not require installation of additional Microsoft® products,
like database servers, Internet Information Server or others.



List of new features in Jetico Central Manager v.2

1. Version 2 of Jetico Central Manager can control BestCrypt, BCWipe and BestCrypt
Volume Encryption software on client computers. Jetico Central Manager software
architecture is designed so that support of other utilities can easily be added in future.

2. Jetico Central Manager v.1 (initially known as BestCrypt Corporate Edition) requred
installation in Windows network with Domain Controller. The new version 2 of Jetico

Central Manager also uses all the advantages provided by Domain Controller network, but

now it is not an absolute requirement. The new version can work in a network without

Domain Controller. Furthermore, the Administrator of Jetico Central Manager can manage

a mixed network environment, including all workstations in Windows Domain as well as
guest computers not permanently included in the Domain.

3. Jetico Central Manager uses a platform-independent encrypted TCP/IP protocol for

client/server communication. Together with independence on Windows Domain Controller
protocols, this allows the software to manage Jetico client software running on computers
with non-Windows operating systems. The upcoming releases of BestCrypt for Linux and
MacOS will include client modules similar to the ones developed for Windows versions of

the software and can be managed by Jetico Central Manager software.

4. Together with Logon Script deployment method available in the previous version of
Jetico Central Manager, version 2 allows an Administrator to use Push and E-mail

deployment methods. An Administrator can also use third-party program (e.g., Microsoft

SMS, LANDesk) to deploy Jetico client software on remote computers or run the
deployment manually (so called Outside/Manual method).

5. Jetico Central Manager provides detailed logging of events happening on remote
computers as well as logging of all actions run by an Administrator in the Jetico Central
Manager Console. The user can configure the log output.

6. Administrator of Jetico Central Manager can create reports in HTML format about the
current state of Jetico software on client computers.

7. Administrator can configure client software according to Users or Computers
configuration of the enterprise network, or control a mixed configuration. For example,
User-oriented configuration would be more native in a Windows network with Domain

Controller; Computer-oriented configuration would be more convenient in a peer-to-peer

network without servers.

Whether an Administrator decides to use Users or Computers configuration, Jetico Central

Manager will keep correspondence between users and computers in its database and
show the information in its management console.

8. Administrator can group Users and Computers in Jetico Central Manager Database and

then control a group of users or computers as if they were a single user or computer. For
example, an Administrator can set a common BCWipe wiping task for such a group; then if

the Administrator changes the task, it would automatically be changed for all users or
computers in that group.

9. Jetico Central Manager implements two-level database administration: by Supervisor and

by Administrator. Supervisor can run all control functions and can delegate rights to
Administrator; Supervisor can change Administrator credentials or remove Administrator
account at any time.



Jetico Central Manager Installation

Jetico Central Manager software consists of two main modules:

n Jetico Central Manager Console - program with graphic user interface enabling an
Administrator to control all the software functionality

n Jetico Central Manager Database - service supporting the database and responding to
requests received from client computers

Jetico Central Manager Console and Jetico Central Manager Database can be installed on
different computers with Windows operating system or on the same computer.

The computer for installing Jetico Central Manager Console is typically the administration
console computer where an administrator runs programs to control the enterprise network and
client computers.

The computer for Jetico Central Manager Database should be a server computer that is always
available in the enterprise network because client computers may send requests to the
Database at any time.

The installation program installs Jetico Central Manager Console. Run the installation program on
a computer that is suitable for running the Jetico Central Manager Console program. When you
run Jetico Central Manager Console for the first time, the Jetico Central Manager Wizard wiill
guide you through the installation process for the Jetico Central Manager Database module.

The Jetico Central Manager Setup program uses the standard Windows method for installing
software and provides all necessary explanations of the installation details. The only default
information the user may want to change during installation is the Program Folder name for
the Jetico Central Manager software and the Destination Directory name where to place
program files.

All dialog windows of the Setup program have the following buttons:

- click this button to abort installation

- click this button to proceed with the installation

- click this button to return to the previous step

NOTE: The Jetico Central Manager Setup program also writes data to the Windows Registry
database, places dynamic load libraries in the system WINDOWS\SYSTEM directory, and
prepares a file for the uninstall procedure. Please do not perform any manual manipulations to
install or uninstall the Jetico Central Manager software in order to prevent the appearance of
unused garbage software in the system directory or unused strings in the Registry database.



Jetico Central Manager Wizard

Jetico Central Manager Wizard provides an easy way to perform initial configuration of Jetico
Central Manager Database. The Wizard explains every step of the configuration in a separate
dialog window.

There are five steps to configure the software:

1. Select folder on local or remote computer for installation of Jetico Central Manager
Database. Please keep in mind the following considerations when you select folder
for the Database installation:

a. Jetico Central Manager Database is supported by special service. So
the program will install the service on the computer where the Database
is located. Confirm that installation of the service is allowed on the
computer.

b. Computer with the Database should be powered on while remote client
workstations may need to contact it.

2. Enter credentials of administrator account valid on the computer where the Jetico
Central Manager Database is going to be installed.

If you have Windows network with Domain Controller, enter credentials of domain
administrator. Otherwise enter username and password of administrator of the
computer where Jetico Central Manager Database is going to be installed.

3. Enter TCP/IP port number for network communication between clients and Jetico
Central Manager server computers. Please be sure that TCP/IP port number you
enter is not blocked by firewall software installed on computers in the enterprise
network.

4. Initialize password of Supervisor of Jetico Central Manager Database.

Note that there are two kinds of persons in Jetico Central Manager who can control
the software: Supervisor and Administrator.

Supervisor has all rights to administrate the Database and can delegate the rights
to another person - Administrator.

Administrator also has full rights to manage the Database, but Supervisor can
change or remove the Administrator Account at any time.

5. Select and download Jetico client software (i.e., BCWipe, BestCrypt, BestCrypt
Volume Encryption).

Jetico Central Manager can support any combination of the client software. For
example, some organizations may decide only use BCWipe, while others might use
BestCrypt with BestCrypt Volume Encryption or perhaps BestCrypt Volume
Encryption and BCWipe. It is also possible to initially start using Jetico Central
Manager with just one client software (such as BCWipe) and then extend licensing
to include BestCrypt.

Choosing the set of client software supported by Jetico Central Manager is done
the configuration Wizard. Yet it is also possible to do the same at any later time by
running a Client software command from Update software menu in Jetico Central
Manager Console.



Using Jetico Central Manager

This section describes the main steps for using Jetico Central Manager software and provides
references to corresponding articles explaining them in greater detail.

The primary purpose of Jetico Central Manager is to provide an administrator of an enterprise
network with means to install Jetico client software on remote computers automatically and
then control the software from a central management console application (Jetico Central
Manager Console).

Articles in section Deployment Client Software Remotely explain how the administrator can
deploy Jetico client software on remote computers, which methods of deployment are preferred
in a network with Domain Controller, how client computers have to be pre-configured and other
issues related to the deployment process.

Articles in section Central Management of Client Software explain how the administrator can
manage BCWipe, BestCrypt and BestCrypt Volume Encryption software deployed on remote
computers and what information the administrator receives from the computers.

Articles in section Jetico Central Manager Database explain how the administrator can backup
and restore the Database, automate updating client and server software, what is meant by
Administrator and Supervisor accounts and other management procedures.

With Jetico Central Manager, the Administrator of an enterprise network can run management
procedures for Computers in the network, or for Users registered in Windows Domain, or for
local users accounts.

Some management procedures in Jetico Central Manager can be run only for users. For example,
Logon Script deployment method can be used only for users registered in a network with
Domain Controller. Another example is configuration of BCWipe software that is possible for a
remote computer, but not for a user, because wiping tasks running on a remote computer do
not rely on the logged on user.



Deployment of Client Software Remotely

Jetico Central Manager software allows the Administrator of an enterprise network to deploy
client software on remote computers without visiting every computer and running setup
program on the computer.

An Administrator runs the deployment of the client software from the Jetico Central Manager
Console. All the settings and procedures necessary to run the deployment are available in
Deployment tab in the right pane of the program.

There are four ways to deploy Jetico client software on remote computers:

n Logon Script deployment.

n Push deployment.

n E-Mail deployment.

n Outside/Manual deployment.

Some remote deployment methods are user-oriented, while other methods are computer-
oriented. It means that in some cases an Administrator can run a deployment method for the
user who logs on to computer and it does not matter on which computer the user logs on. For
example, with Logon Script deployment an Administrator can configure a user account in Domain
Controller network to get a command file running as soon as the user logs on to computer. This
command file will run on any computer where the user logs on.

Another example is the Push deployment method. With this method, an Administrator starts a
deployment process on a remote computer if the computer is turned, regardless of which user is
currently working on the computer.

There are also deployment methods that can be run both for users and computers: E-mail and
Outside/Manual are the deployment methods from this category. With E-mail deployment
method, an Administrator can send e-mail with instructions explaining what to do to get Jetico
client software deployed on the computer. If an Administrator is aware of persons working on
concrete computers where the software has to be deployed, an Administrator can use the
computer-oriented way of sending the e-mails. An Administrator can also use the user-oriented
way of sending the e-mails if it is necessary to provide concrete users with Jetico client
software.



Pre-Deployment Steps

Before running Logon Script, Push or E-mail deployment of client software on remote computers,
an administrator has to configure deployment settings in the Jetico Central Manager Console
and check network settings of users' workstations in the company network.

Configuration settings for Logon Script and Push deployment methods.

Open Jetico Central Manager Console, in the right pane of Deployment tab, press
button. The first User accounts tab contains the list of administration accounts as the
following picture shows.
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Jetico Central Manager uses the administration accounts to run Push or Logon Script
deployment methods on remote computers.

If your network has a Domain Controller and there is one administration account that is possible
to use for running tasks on all remote workstations in administration mode, then you need to
enter only one administration account. In the picture above it is bc_group\administrator
account.

Note: If you are going to enter a user account with Domain Administrator rights to the Jetico
Central Manager Database, it means that Jetico Central Manager will use the account for
running tasks on client computers on behalf of this Domain Administrator account. So please be
sure that this account has local administrative rights on the client computers (by default
Domain Administrator may have no such rights).

If the enterprise network has computers that are not included into a Domain Controller network
and you plan to run Push deployment method on the computer, then you should enter an
administration account valid for the computer. In the picture above it is serw7\ser account for
computer serw7 not included into Domain Controller network.



Note: Jetico Central Manager tries administration accounts one by one to deploy software. So
it is recommended to insert accounts suitable for the most of computers earlier than accounts

specific for few computers only. You can use buttons| Move Up | and | Move Down | to sort the
list of accounts.

Configuration settings for E-mail deployment method

Open Jetico Central Manager Console, in the right pane of Deployment tab press | Configure
button and select E-mail Deployment tab.

Press | EditE-mailtext | button to view or edit text of e-mail Administrator can send to users who
should deploy Jetico client modules manually.

Administrator can edit the text in any way he/she prefers, for example, translate the text, add
signature or check how the instructions work in practice. Then the text will be inserted to e-
mails automatically as soon as the Administrator chooses E-mail deployment method for some
user or computer in company network.

Checking network settings of client computers

Jetico Central Manager uses Windows Management Instrumentation (WMI) technology to run
deployment of client software on remote computers.

There are a number of settings Microsoft advises to check to get WMI processes running
correctly:

1. If client computer has Windows Firewall active, configure it to allow Remote
Administration. Microsoft articles for Windows XP and for Windows 7 or Vista
describe the configuration in detail.

If you want to enable or disable Remote Administration from command-line prompt
or from batch file, use the following commands:

In Windows XP:

> netsh firewall set service RemoteAdmin enable
> netsh firewall set service RemoteAdmin disable

In Windows 7/Vista:

> netsh advfirewall firewall set rule group="windows management instrumentation
(wmi)" new enable=yes

> netsh advfirewall firewall set rule group="windows management instrumentation
(wmi)" new enable=no

2. If client computer has Windows Firewall active, configure the Firewall to allow
TCP/IP port used by Jetico Central Manager for client/server communication.
(Default port number is 5001. Administrator sets the port when runs Jetico Central
Manager Wizard to initialize Jetico Central Manager Database. You may also get
information about the port number by running command Select Server Computer
from Database menu.)

Different versions of Windows may have different versions of Windows Firewall
software. Configuration of some Firewall versions may require explicit entering of
the port number (like in Windows XP) or you may just include Jetico client software
(like BCWipe) to the list of programs that are allowed communicating through
network (Windows 7).

3. Network discovery in Windows 7 has to be enabled on client computer and
computer where from Administrator runs Jetico Central Manager Console. The



Network discovery settings can be found by running Windows Control Panel ->
Network and Sharing Center -> Advanced sharing settings.

User Account Control (UAC) In Windows 7 and Vista can prevent WMI from running
correctly.

As described in the first part of the article (Configuration settings for Logon Script
and Push deployment methods), you have to enter user account(s) that is valid as
an administrative account on remote computer where client software has to be
deployed. If the remote computer is a member of Windows Domain and Domain
Administrator has administrative rights on the computer (it_is important!), WMI will
run correctly whether UAC is active or not.

If network has no Windows Domain Controller you can enter administrative account
which is local on remote computer to run deployment. But it will work for computers
with Windows versions other than Windows 7 or Vista. To get local administrative
account working, UAC has to be disabled on the remote computer. Read Microsoft
article Windows Vista Application Development Requirements for User Account
Control Compatibility

To disable/enable UAC run 'Settings -> Control Panel -> User Accounts ->"Turn
User Account On or Off' command. Windows will prompt you for a restart after you
make a change.

Settings in Local Policy on remote computer may prevent WMI from running
correctly. If you continue to encounter problems, check the following setting.

Run 'Start -> Run -> Type secpol.msc -> Local Policies -> Security Options ->
Navigate towards the bottom -> "Network Access: Sharing and security model for
local accounts™. This should be set to 'Classic-local users authenticate as
themselves'.

Distributed COM (DCOM) should be enabled on the remote computer. Run the
following commands to check if it is so:

Run dcomcnfg.exe -=> Click Component Services -=> Click Computers -> Right click
'My Computer' -> Choose Properties -> Choose the Default Properties tab -> Enable
DCOM on this computer if needed -> Reboot if required.



Deployment Steps and States

This article explains steps of deployment and uninstallation of Jetico client software on remote
computers and how an administrator controls the processes with Jetico Central Manager
Console.

The following picture illustrates states of the deployment and uninstallation processes.

[l [
State 2t State 3:
Assigned for deployment Queued for deployment

State 1: State &
Mat deployed Deployed

State & - State 5:

Queued for uninstallation Assigned for uninstallation

Deployment process starts from State 1: Software is not deployed.
To run the deployment process Administrator should do the following:

1. Select computer (user) in the left pane of the Jetico Central Manager Console.
2. Select Deployment tab in the right pane of Jetico Central Manager Console.

3. For a certain computer (user), decide what client software should be deployed on it
(for example, BCWipe only, or all available client software).

4. Click corresponding check boxes in the table in the Deployment tab that lists
computers (users) and software that have to be deployed.

Check boxes for software that has to be deployed appear in a checked state with a red colored
plus mark. The red mark means that Administrator has assigned the software for deployment
but has not yet applied the settings. Jetico Central Manager has not saved the settings to
database yet, so if Administrator quits the program or clicks button, Jetico Central

Manager will forget the settings. Such a state of deployment process is State 2: Software is
assigned for deployment.

If Administrator presses button in the Deployment tab, Jetico Central Manager saves
all the settings made on Step 2 to database. From then on, Jetico Central Manager will run the
process of deployment software on the remote computer. This process is divided into two
parts. First, the Installation Agent should be deployed on client computer. The second part is
software deployment, which happens when the user logs on to the remote computer.
Deployment may complete very quickly if the remote computer is turned on and Push
deployment method is used. In this case Jetico Central Manager will deploy the software when
possible. Until then, the deployment process will remain in State 3: Software is queued for
deployment.

As soon as Jetico Central Manager deploys client software on remote computer, the database
sets State 4: Software is deployed for the computer.

The following picture illustrates Deployment tab in Jetico Central Manager Console where



different computers are in different states of the deployment process. The tab has Software
states legend that explains correspondence between icons and states of deployment.
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To uninstall the client software Administrators should do the following:

1. Click checkbox for corresponding software and computer (user) in the Deployment
tab.

2. If the software is in State 4 (software is deployed) or State 3 (software is queued
for deployment), Jetico Central Manager will set State 5: Software is assigned for
uninstallation for the computer. Red colored minus mark corresponds to the state,
because administrator has just clicked the checkbox, but not applied the new
setting yet. If Administrator quits the program or clicks m button, the state
will return back to a previous state of the software.

3. If Administrator presses button in the Deployment tab, Jetico Central
Manager saves all the settings made on Step 5 to database. Since that moment
state of the uninstallation process becomes State 6: Software is queued for
uninstallation.

4. Since State 6 Jetico Central Manager will run process of unistallation of the
software from remote computer when it will be possible. Uninstallation process can
be run when the user logs on to remote computer. When the client software gets
uninstalled from the remote computer, Jetico Central Manager sets initial State 1:
Software is not deployed for the computer.

Note that on every step of deployment or uninstallation software from remote computers some
problem may arise. The table with list of computers in the Deployment tab has the Error code
column with number of error occurred (or with No error status if everything is going on
correctly). Read article Deployment Error Codes to get detailed explanations and solution for the
problem. To avoid most of the problems it is recommended to configure client computers (for
example, to allow remote administration) as article Pre-deployment Steps describes.




Note also that Administrator can configure a whole group of computers (users) for deployment
of the client software. In this case Administrator should just click checkbox with name of the
group. Since that time the state Administrator sets for the group will be automatically applied

for all the computers (users) from the group.



Logon Script deployment method

Logon Script deployment method is available for users registered on Domain Controller server in
case if your company has Windows network with Domain Controller.

When Domain User logs on to some computer, Windows verifies credentials of the user by
sending request to Domain Controller. If the user enters correct password, Windows receives a
command file (Logon Script) from the server and runs commands from the file on a local
computer.

When Administrator chooses Logon Script deployment method for domain user, Jetico Central
Manager adds several commands to the Logon Script file created for the user. Typical contents
of the strings look like:

REM - smip.exe command below is added by Jetico Central Manager
IF NOT EXIST %SystemRoot%\smip.exe START /MIN \\[server]\BCInstal\smip.exe -
RSERVER _NAME -P[port]

When the user logs on to computer, SMIP.EXE program starts. The program installs Jetico
Installation Agent on the computer if it is not installed earlier. The Installation Agent is
responsible for deployment and update of Jetico client software on the computer.

If Administrator changes Logon Script deployment method or removes deployment method for
the user, Jetico Central Manager will remove command lines it created from the Logon Script file
of the user. When Jetico Installation Agent runs next time, it will check deployment settings for
the user stored in Jetico Central Manager Database. If the deployment settings for the user
require uninstallation of Jetico client software, the Jetico Installation Agent will uninstall it.



Push deployment method

Administrator can use Push deployment method for remote computers in the company network.
Since the Push deployment starts as soon as Administrator chooses the method for some
computer, the computer must be turned on at that time.

Push deployment method can be run for computers only. Administrator cannot use the method
for users from network with Domain Controller, because there is no definite correspondence
between domain users and computers in the network.

To run Push deployment on some computer Administrator should do the following:

1.

Ensure pre-deployment steps are performed and network settings on the client
computer are checked as written in the Pre-deployment Steps article.

Select Deployment tab in the right pane of Jetico Central Manager Console.

Browse the computer in the list of Groups/Computers and set checkbox for the
computer in the Computer column.

Set checkboxes in columns that correspond to the client software you want to get
deployed on the computer (for example, set checkbox in the BCWipe or BestCrypt
column).

Double-click combo-box from Deploy method column for the computer and select
Push string from the combo-box.

Press | Apply [ button to start the deployment process or press button to

restore previous deployment settings for the computer.

Administrator can use the deployment method for group of the computers. The same steps as
described above can be used for that purpose except step 2 where checkbox for Group of
computers should be checked.

Notes:

1. Jetico Central Manager will return an error if you attempt to run Push deployment on
computer that is not turned on.

2. To get Push deployment method working correctly you should have Microsoft Remote
Administration enabled on the computer as it is described in Pre-deployment Steps article.




E-mail and Outside/Manual deployment methods

With any of the deployment methods available in Jetico Central Manager (Logon Script, Push, E-
mail, Outside/Manual) all that has to be done is running SMIP.EXE program on the remote
computer.

E-mail and Outside/Manual deployment methods are in fact manual methods with the
following difference: with E-mail deployment method Administrator instructs the user on remote
computer how to run SMIP.EXE program, with Outside/Manual method Administrator runs the
program himself/herself.

In more detail, the following happens when Administrator runs the deployment methods:

n With E-mail deployment method administrator asks user with local administrative
privileges on remote computer to run the SMIP.EXE program from shared network
resource. When Administrator selects E-mail deployment method for some users or
computers and presses button in the Deployment tab, the following window

appears.
- =
E-mail Deployment
R ————
#'.‘# E-mail Deployment Method has been choozen for computers or users listed below,

Jetico Central Manaager will run E-mail Pragram ta prepare e-mail with deployrent
inztructions. Use Addreszs Book of the e-mail program to fill in recipients’ addresses.
The list of uzers/computers below can be used for reference.

|zer name Full name

% BC_GROUP:test John A, Smith
% BC_GROUPAdministrator

]

|

i

Prezz 'Edit E-mail text’ button if you want to view or chanhge I E dit E-rail text ] I
default text with deployment instructions. ElE IS |
Presz "Send E-mailz' button to zend e-mailz with deployment I iy | 1
instructions. = :
|

[ Esit ]

Administrator can edit E-mail with detailed information about running SMIP.EXE program
by pressing | Edit E-mail text | button and send the e-mail with default E-mail program by
pressing | Send E-mails | button.

n With Outside/Manual deployment method Administrator runs SMIP.EXE program
himself/herself. Administrator can do that using one of two ways:

1. Configure third-party (outside) administrating utility to run SMIP.EXE program
with command-line parameters. Jetico Central Manager displays dialog window
with the parameters as soon as Administrator selects the deployment method

for some users or computers and presses | Apply | button in the Deployment
tab. The following window with detailed information will appear.



& i B
Outside/Manual Deployment &J

- OutsideManual Deployment Method has been choozen for computers or users lizted
Fr below.

|1ze of the deployment method means that you are going to deploy Jetico client
zoftware on remote computers manually, or pou will uze outzide third-party utility for
that purpoge. The lizt of uzers/computers below can be uzed for reference.

User name Full name

€ BC_GROUP\test John A, Smith
€ BC_GROUP\Administrator

To initiate deployment of Jetico client zoftware pleaze run program SMIP.EXE on the i
remate computers. The pragram has to be rn with Administrative privileges with the
following command-line parameters:

SHIF EXE -RSERWY -PR001 :

SMIF.EXE program is available an the following netwark resource; :

WSERWAR Clnstal\SkIP.EXE i

]

Prezs OF buttan if vou are sure how to complete the deployment process by vourself. i

Presz Cancel button if you do naot wizh to uze the deplopment method. |

[ Qk ] | Cancel :

| = ——— — — ——'

Administrator can also run SMIP.EXE program on the client computer
manually. SMIP.EXE program has to be run with command-line parameters as
it is shown in the dialog window above.



Deployment Error Codes

If Jetico Central Manager encounters a problem during client software deployment, the error
number is reported in Error code column. The following list contains possible errors that may
arise.

Error 1.

Not actually an error. Jetico Central Manager inserted the task of deployment client software on
the remote computer to its queue and will run the task when it will be possible. For example,
the remote computer may be not running at the moment, or the deployment process will run
when the user logs on to the computer.

Error 2
The Jetico Central Manager Console cannot access its database running on the local or remote
server computer. Check that the server computer is running and can be accessed in the

network. Then restart the Jetico Central Manager Console.

Error 3

Internal error in the Jetico Central Manager Console, for example, because of lack of system
resources. It is recommended to restart the program.

Errors 4, 5.

The program could not update information for selected user in Domain Controller database (the
error can be reported when Logon Script deployment runs).

Jetico Central Manager has attempted to create or edit logon script file of the user (i.e. modify
profile of the user), but could not do that because, for example, you have not enough rights to
update user account settings in Domain Controller database.

Errors 6 - 10.

Reserved.
Errors 11, 12, 13, 14, 19, 21.

Internal error of the Jetico Central Manager, usually it happens because of problems in
initializing Windows Management Instrumentation (WMI) module. If restart of the program does
not help, report the problem to Jetico.

Error 15.

The program has received error message RPC Server Unavailable from remote computer. Usually
it means that Windows Firewall prevents Remote Administration of the client computer. Read
about Remote Administration and Windows Firewall in Pre-deployment Steps article.

Error 16

Jetico Central Manager cannot run deployment process on client computer because of one of
the following reasons:

n Jetico Central Manager cannot find user account in its database that would have
administrative privileges on the remote computer. Press m button in the
Deployment tab of the program and check list of User Accounts in the appeared
window. The list should contain administrative account for the computer (for example,
SERW7\Administrator for computer SERW7).

n Username or Password for the administrative account is incorrect, or the account does
not have administrative rights on the computer. If you are not sure that the password or
username is correct, remove the account from the User Accounts list. Then add it again



and check the box Test account on computer. Jetico Central Manager will check
correctness of the account.

n Check that client computer is turned on and connected to network.

n Remote Administration is enabled on the computer and Firewall software on the computer
allows remote administration (read Pre-deployment Steps article for more detailed
information).

Error 17.

Username or Password for the administrative account is incorrect, or the account does not
have administrative rights on the computer. If you are not sure that the password or username
is correct, remove the account from the User Accounts list appeared if you press | Configure

button in the Deployment tab of the program. Then insert it again and check the box Test
account on computer. Jetico Central Manager will check correctness of the account.

Error 18, 28.

The program cannot install Jetico Central Manager service on remote computer because there
are not enough rights for accessing Windows Service Manager on the computer. Check that the
Jetico Central Manager Database contains information for user account with administrative

rights for the computer. To check user accounts press | Configure | button in the Deployment
tab of Jetico Central Manager Console.

Error 20, 22.

The program cannot read (Error 20) or write (Error 22) Windows Registry on remote computer.
It is recommended to check that all the Pre-deployment Steps run correctly on the remote
computer where the deployment process has to be run.

Error 23, 24.

The program cannot execute procedure on remote computer (Error 23) or the procedure
returned unsuccessful status (Error 24). It is recommended to check that all the Pre-
deployment Steps run correctly on the remote computer where the deployment process has to
be run.

Error 25.

Jetico Central Manager attempts to deploy client software on local computer, but does not
have access rights for the operation. Check administrative rights for the account you used to
logon, or add another account with administrative rights to the Jetico Central Manager

Database. To manage user accounts press | Configure | button in the Deployment tab of Jetico
Central Manager Console.

Error 26.

Jetico Central Manager encounters error in copying files to remote computer. In addition to
checking that all the Pre-deployment Steps were run on the computer, run also Update Jetico
Central Manager command from Software menu and update client software if it is required.

Error 27.

Jetico Central Manager cannot access WINDOWS (or analogous) folder on remote computer. The
folder should be available for network administrative access as ADMINS$ share. Check that the
ADMINS$ shared resource is not occasionally deleted and can be accessed from network.



Central Management of Client Software

The primary purpose of Jetico Central Manager is to provide the administrator of an enterprise
network with a program to control client software on remote workstations. Jetico Central
Manager controls the following client software:

n BCWipe: permanently delete selected data files on active workstations, including wipe
free space.

BCWipe can run different kinds of wiping tasks (wipe free space of disk drives, wipe
temporary files or remnants of activity of programs like Internet Browsers). Every BCWipe
Task can be run automatically according to schedule.

With Jetico Central Manager, an administrator can create a BCWipe Task Set which
consists of different types of BCWipe tasks. Then an administrator can configure BCWipe
software on remote computers to run wiping tasks according to the Task Set.

Administrator can create as many BCWipe Task Sets as needed. Every Task Set can be
assigned to different computers or group of computers in the company network. Article
Central Management of BCWipe explains how it can be done in detail.

n BestCrypt: store selected files or folders in encrypted containers with access to data
through virtual drives.

BestCrypt runs encrypt/decrypt operations transparently for the user as soon as a proper
password for the container is entered.

Administrator of Jetico Central Manager can configure BestCrypt on client computers to
send information about encrypted container files to central database. Communication
between client computers and server as well as information inside the database is
encrypted. Only Supervisor or Administrator of the Jetico Central Manager Database can
use the information about encrypted container in order to access the data inside the
container in emergency cases, for example, if the user forgets password for the
encrypted container.

Read more about remote control of BestCrypt software in Central Management of
BestCrypt article.

n BestCrypt Volume Encryption: encrypt all data stored on whole Windows partitions or
volumes.

The Jetico Central Manager Database receives information about encrypted disk volumes
from client computers through secure communication channel. The information includes
disk volume configuration of the computers and rescue information. Administrator can use
the rescue information for recovery purposes, for example, if file system on encrypted
disk volume becomes damaged.

Read more about remote administrating of the software in Central Management of
BestCrypt Volume Encryption article.

Jetico Central Manager provides logging of the events happened on remote computers and
logging of every action performed by Administrator in the Jetico Central Manager Console. Log
information can be viewed at the right pane of the Jetico Central Manager Console at the
corresponding client software tab. For example, to monitor BCWipe Log it is necessary to open
BCWipe tab.

Choose Show for all items option from the combo-box to display the events for all computers.
To view the Log for specific computers select the needed computers in the left pane, then
choose Show for selected items option from the combo-box at the right side. To hide the Log
field press Do not show. It is possible to view the log events starting from the specific date -
tick the box Since date and choose the date.

The following columns can be displayed in the Log field: Date, Time, Computer, Action and
others. To hide/show columns right-click on the column name and mark the desired columns.



The maximum size of the Log File can be stated in the Reports and Logs menu of Jetico
Central Manager Console - Log File Settings command.

The picture in the article Central Management of BestCrypt shows how BestCrypt Log looks like.




BCWipe on client computers

BCWipe software on client computers provides secure deletion of sensitive information on
various types of disk volumes (local partitions, dynamic disk volumes, network disks).

What does secure deletion really mean? Well, when a user deletes files the operating system
does not erase the contents of these files from the disk - only the references to these files are
removed from file system tables. Sensitive data that you intended to erase remains intact on
your hard drive and could easily be restored with a widely available undelete tool.

Wiping is a term used to describe the process of shredding contents of a file or disk space.
When files are properly wiped data are erased beyond recovery.

There are several types of information that should be wiped to avoid data leakage:

n Wipe free disk space. When you delete sensitive files using a standard Windows Delete
command, the operating system does not shred contents of the documents from hard
drive, it just marks disk space earlier occupied by the files as 'free'. Wiping free disk space
completely removes all the traces of the earlier deleted files.

n Delete with wiping. The user can delete and wipe file or folder as well as selected group
of files or folders.

n Wipe Internet History BCWipe can wipe all the traces of users' activity in the Internet -
cache, cookies, browsing history, search history, saved passwords, last active tabs, etc.
Besides of Internet Explorer, BCWipe supports Mozilla Firefox, Opera and Google Chrome
browsers.

n Wipe local history (Wipe names of recently used files). BCWipe can wipe names of files
opened with Windows components and some popular applications. It can wipe names
stored on a subfolder as well as in Windows Registry.

n Transparent Wiping When Transparent Wiping is activated on the computer, BCWipe will
automatically wipe all contents of any file or folder that is deleted. This task can be
active or suspended, but it cannot be scheduled for a predefined time.

BCWipe can run wiping tasks for every type of wipe operation. Every wiping task can be run
once or configured to run automatically according to some schedule. The picture below
illustrates BCWipe Task Manager window with schedule for every wiping task.

£, BCWipe Task Manager =3 =R

Tasks Tools  Help

Z-R 2% D 0RO
Task name Schedule Mext execution time
F:?E‘g'w"a'ipe free space At 3:22:00 PM every day, starting 12/1/2010 At 3:22:00 PM, Thu 12/2/2010

‘E% Wipe internet history At user logon, starting 12/1/2010

%Wipe local history At user logoffishutdown, starting 12/1/2010

At 3:54:00 PM every 5un of every week, st... At 3:54:00 PM, Sun 12/5/2010
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Jetico Central Manager allows an administrator to manage BCWipe software on client computers
from a central management console. The idea of management is in the following.




In the Jetico Central Manager Console the administrator creates BCWipe Task Set.
(The picture above illustrates typical BCWipe Task Set with several wiping tasks:
Delete with wiping, Wipe free space and others.)

The Task Set includes one or more wiping tasks.
The administrator defines schedule for every wiping task in the Task Set.

In the Console the administrator assigns configured Task Set on selected computer
or group of computers in a company network. If in future the administrator changes
the Task Set, the client computer or group of computers will get BCWipe
configuration updated.

The administrator can create as many Task Sets as needed for the company
network. As a result different groups of computers may get different BCWipe Task
Sets for their local configurations.

The administrator can monitor results of running tasks on client computers using
following sources:
n Log information reported in the BCWipe Log field in BCWipe tab of Jetico
Central Manager Console
n Status and Last error strings reported on the top part of BCWipe tab

n Detailed Log file generated by BCWipe process - the name and location of the
file is specified in the Log File tab of the corresponding wiping task



Central Management of BCWipe

After BCWipe deployment on remote computers the administrator of Jetico Central Manager can
do the following to manage BCWipe on the computers:

n Create BCWipe Task Sets. Every Task Set is a unite of configuration information
destined to be sent to remote computer where BCWipe client software is deployed.
BCWipe offers the following wiping tasks: Wipe Free Space, Wipe Local History, Wipe
Special Folders, Delete With Wiping and Transparent Wiping. Read more about wiping
tasks in the BCWipe on client computers article.

n Assign selected BCWipe Task Set to some remote computer or group of computers in a
company network to configure BCWipe client software on the computers. Since the
administrator can create a number of BCWipe Task Sets, different group of computers can
be configured with different Task Sets.

n Modify existing BCWipe Task Set. As soon as some Task Set is modified, group of remote
computers where BCWipe uses the Task Set for configuration receives the modified Task
Set. As a result, administrator does not need to modify BCWipe settings on every
computer, it is enough just to modify a single Task Set assigned to the computer or group
of computers.

n View log information concerning central management of BCWipe. It includes information
about creating and modifying Task Sets, information from remote computers about
changing configuration of BCWipe client software, about problems with BCWipe remote
configuration and about results of wiping.

Administrator controls BCWipe in an enterprise network with the Jetico Central Manager
Console. To start managing BCWipe on remote computers, select computer or computers' group
in the left pane of Console and BCWipe tab in the right pane. The following picture illustrates
Jetico Central Manager Console when BCWipe tab is selected:

| Jetico Central Manag

Computers  Users  Group Software Database Administrating Reports and Logs  View Help
[l ¥ B 3 @ &l =)
2D EEH ABIIX | = ?
Computers | Users | Deploymert |
[ Default Group Selected Computer: HULW?
jﬂtﬁm\fgm Deployment: BCWipe iz deployed on the client computer.
Status; wipe local history: Task - FINISH, Date; 01-12-2010 16:05:11. =
L JULWT Lastemor:  <No enorsy el
: g8 Sales Deparient (@ Inherit Tazk Set from the computer's Group
(-5} Support Team
(70 Azsign individual Tazk Set to the Computer
Agsigned Task Set: History Basign |
|
Task Set Name Comrnerits =
Default Taskset “wipe Free Space - system drive, Wipe Internet History !E |
Global “wipe Free Space - all diives -
Histomny ‘wipe Internet Histary + Wipe Local Histary -
| Press buttons Create, Edit or Delete to manage the list of BCWipe Task Sets =
i A Lreate ] [ Edit ] I Delete ]
BCwipe Log -
[Show for all iterms | [V]5Since date; Wéd'nesda'y,'Decéi'hEer o, 2010 C]
Froperties of selected item:

Property Data Details # Date Time: Computer User Action %

Type: Computer 50 01-12-2010 16:05:50 JULVM-XPE4  BC_GROUPWJULVM-XPE... Wipe local history: Task - START

Marne: JULw? 51 01-12-2010 16:05:55 JULVM-XPB4  BC_GROUP'WJULVM-XP6... Wipe local history: Task - FINISH

0s: Wfindows 7 52 01-122010  16:07:08 JULVM-XPE4  BC_GROUPWULVM-XPS... Wipe intemet history: Task - START

Camnments: h3 01-12-2010 16:07:20 JULVM-XP&4  BC_GROUPWULVM-XPE... Wipe intemet history: Task - FINISH

Deployment: PUSh_ 54 01-12-2010 16:09:06 JULw7 BC_GROUPWUL-W7S Wipe local history: Task - START

Software:  BCWipe v 500 55 01122010 160811 JuLwz BC_GROUPMULWTS Wipe local history: Task - FINISH
56 01122010 161218 <Console: <BCAdmin:= New Task Set "wipe_file" has been c—'
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There are a number of controls (radio buttons, lists and buttons) in the BCWipe tab.

n Selected Computer/Group text box shows name of computer or computers' group
selected in the left pane of Jetico Central Manager Console. All the changes in BCWipe
configuration administrator makes in the right pane will happen for the selected computer
or group.

n Status area - contains deployment status of BCWipe on the selected computer/group,
last operation performed on the selected computer and the last error happened on the
computer.

n | Workplace | button — Press it to get information about all users who run BCWipe program
on the selected computer.

n | Reseterror | button - Press it to reset the information reported in the Last error field.

n Administrator can assign BCWipe Task Set to an individual computer or to group of
computers.

To assign selected Task Set to group of computers:
1. Select the group of computers in the left pane of Jetico Central Manager
Console.
2. Set Inherit Task Set from the computers' Group radio button.

3. Select Task Set you want to use for the group of computers from the list of
Task Sets.

4. Press button.

To assign selected Task Set to an individual computer:

1. Select the computer in the left pane of Jetico Central Manager Console.

2. Set Assign individual Task Set to the Computer radio button.

3. Select Task Set you want to use for the computer from the list of Task Sets.
4.

Press | Assign | button.

After assigning or changing Task Set for computer or group, name of the Task Set wiill
appear in the Active Task Set text box. Information about the changes will appear in the
BCWipe Log window.

n Press button to create new BCWipe Task Set. Article Creating and editing
BCWipe Task Sets describes in detail how to create new Task Set.

n Press button to change some properties of the selected Task Set. Article Creating
and editing BCWipe Task Sets describes in detail how to edit existing Task Set.

n BCW.ipe log area can show information concerning the selected computer only or all
computers in database. Each string contains information about date, time, client
computer name, user name, action performed, result and error code. Administrator can
configure the log window so that it displays only selected columns.

NOTE: Jetico Central Manager works with BCWipe in a company network on a per computer
basis, because wiping tasks are specific for concrete computer, not user. So administrator
should select some computer or group of computers (not user or group of users) in the left
pane of the Jetico Central Manager Console in order to operate with BCWipe client software.



Creating and editing BCWipe Task Sets

To manage BCWipe software on remote computers in a company network administrator of Jetico
Central Manager should create one or more BCWipe Task Sets. BCWipe Task Set is a unite of
configuration information destined to be sent to remote computer where BCWipe client software
is deployed.

Creating BCWipe Task Set

To create BCWipe Task Set administrator should select computer or computer group in
Computers tab in a left pane of Jetico Central Manager Console and BCWipe tab in the right

pane. Then administrator should press button in the BCWipe tab and the following
window will appear.

. T
New BCWipe Task Se‘t, oS

E’_EE' Enter name (up to 32 characters) and comments (up to
= 256 characters) for new BECWipe Task Set.

Mame: Task Set for Sales group i

Comments:  Sales group must wipe Internet history.

ok | [ cancel

Enter Name and Comments for the new Task Set and press button to create wiping tasks
for the Task Set. The following window should appear.

% BCWipe Task Manager - Task Set for Sales group =& —EE'

Tasks Help
Q' x ‘“; o i b
Taskmf - = -

y To create BCWipe Task Set run command 'Create new task’
from Tasks' menu and add new wiping tasks to the Task Set.

After adding all the wiping tasks to the Task Set run 'Save Task
Set' command to save the Task Set.

[¥] Show this mezsage next time.

After closing the information message box run command Create New Task from Tasks menu
and select type of wiping task you want to add to the Task Set (Wipe Free Space, Wipe Local
History, Wipe Special Folders, Delete With Wiping or Transparent Wiping). You can add as many
wiping tasks to the task set as you want. For every type of wiping task you can set a schedule
for running the task regularly on client computer. Besides, every task has settings specific for
the selected type of wiping task. Please read help documentation of BCWipe software to get a



detailed information about all available types of wiping tasks and about their specific settings.

After creating wiping tasks BCWipe Task Manager window will show all the tasks:

*’:‘f; BCWipeTask Manager = | {=] [ﬂ]

Tasks Tools  Help
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Task name Schedule Mext execution time
e
F‘ﬁwipe free space At 3:22:00 PM every day, starting 12/1/2010 At 3:22:00 PM, Thu 12/2/2010

'l% Wipe internet history At user logon, starting 12/1/2010

% Wipe local history At user logoftfshutdown, starting 12/1/2010

At 3:54:00 PM every Sun of every week, st... At 3:54:00 PM, Sun 12/5/2010
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To save all the wiping tasks in a single Task Set file run command Save Task Set from Tasks
menu. Then you can exit BCWipe Task Manager by running Exit command and find the Task Set
listed in the BCWipe tab in the Jetico Central Manager Console.

Administrator can assign BCWipe Task Set to configure BCWipe client software on remote
computer as it is described in Central Management of BCWipe article.

Editing BCWipe Task Set

Administrator of Jetico Central Manager can edit existing BCWipe Task Set. As soon as some
Task Set is modified, group of remote computers where BCWipe is configured to use the Task
Set receives the modified Task Set. As a result, administrator does not need to modify BCWipe
settings on every computer, it is enough just to modify a single Task Set used on all the
computers.

To edit BCWipe Task Set select the Task Set in BCWipe tab of the Jetico Central Manager
Console and press button. The following window will appear.

r — b
% Mame:

LComments: Tasks: 'W'.ipe Free Qpa-:e, Transparen.t

[] Edit or Wiew wiping tasks in the Task Set

[ ok ] [ LCancel

If you want to change name or comments for selected Task Set, edit corresponding strings in
the Name or Comments edit boxes.

If you want to change or inspect wiping tasks in the selected Task Set, select Edit or View
wiping tasks in the Task Set checkbox and click button. BCWipe Task Manager window
will appear with list of all the wiping tasks from the Task Set. You can select some wiping task
and view or change its settings. When you finish editing wiping tasks, run command Save Task
File from Tasks menu. Then you can exit BCWipe Task Manager by running Exit command.



To completely remove selected Task Set from the Jetico Central Manager Database click
Delete | button in the BCWipe tab.

NOTE: When you attempt to delete some Task Set, Jetico Central Manager checks is there any
computer in a company network that uses the Task Set for configuration, or not. If the Task
Set is used for configuration, Jetico Central Manager will warn you about that. If you confirm
deleting the Task Set even if it is assigned to the computer, the computer will stop using the
Task Set and BCWipe on the computer will not run wiping tasks from the Task Set anymore.



Assigning BCWipe Task Sets to client computers

Article Creating and editing BCWipe Task Sets describes idea of wiping Task Set as a data sent
by Jetico Central Manager to remote computer to configure BCWipe client software running on
the computer.

Administrator of Jetico Central Manager can change wiping tasks inside BCWipe Task Set. As a
result, remote computer that uses the Task Set for BCWipe configuration will use updated set
of wiping tasks. Besides, administrator can change Task Set for the computer and it will start

using set of wiping tasks from other Task Set.

Jetico Central Manager supports computers united to Computer Groups. Administrator can
create any number of Computer Groups and include any computer to any Computer Group.
When the administrator manages BCWipe on remote computers, he/she can assign BCWipe Task
Set to individual computer or to Computer Group. In the latter case all computers from the
Group will get the same configuration for BCWipe software running on the computers. If the
administrator changes the Task Set used for the Group, the set of wiping tasks running on all
the computers from the Group will be updated.

Administrator of Jetico Central Manager assigns or changes BCWipe Task Set for computers in
the BCWipe tab in Jetico Central Manager Console.

To assign selected Task Set to group of computers:

1. Select the group of computers in the left pane of Jetico Central Manager Console.
2. Set Inherit Task Set from the computers’ Group radio button.

3. Select Task Set you want to use for the group of computers from the list of Task
Sets.

4. Press button.
To assign selected Task Set to an individual computer:

1. Select the computer in the left pane of Jetico Central Manager Console.
Set Assign individual Task Set to the Computer radio button.

2.
3. Select Task Set you want to use for the computer from the list of Task Sets.
4.

Press button.

After pressing the Assign button the following dialog window appears.

f - B
Assign BCWipe Task Set for group “Computers from room 318" M
E Current Task Set:  [Level 1 Taskset

i@ Select other Tazk Set to be run in the group of computers,

Taszk Set Mame Comments

Default Tazkzet Tazks: Wipe Free Space, Tranzparent Wiping.

wipe Free Space, Special Folders

Level 2 Taskaet Tazks: Transparent Wiping.

() Do mot run any Task Sets in the group of computers,
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